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Mobile devices & Internet

Medical record 

Demographic data

Data Privacy in ML: 
• Sensitive data is ubiquitous
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Mobile devices & Internet

Medical record 

Demographic data

Data Privacy in ML: 
• Sensitive data is ubiquitous Our task: Data sanitization
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ID QID SA

Name ZIP code Age Sex Disease

Alice 47677 29 F Ovarian Cancer

Betty 47602 22 F Ovarian Cancer

Charles 47678 27 M Prostate Cancer

David 47905 43 M Flu

Emily 47909 52 F Heart Disease

Fred 47906 47 M Heart Disease

Name ZIP code Age Sex

Alice 47677 29 F

Bob 47983 65 M

Carol 47677 22 F

Dan 47532 23 M

Ellen 46789 43 F

Fabian 47905 30 M

Anonymous medical data Voter registration data

• Anonymization vs. Deidentification 
• (ZIP code, date of birth, gender) is sufficient to identify 87% of US 

population1,2

• Protecting privacy is non-trivial

1 Golle, Philippe. “Revisiting the uniqueness of simple demographics in the US population.”, Proceedings of the 5th ACM Workshop on Privacy in Electronic Society, 2006.

2 Sweeney, L., “K-anonymity: A model for protecting privacy.”, International Journal of Uncertainty, Fuzziness and Knowledge-Based Systems, 2002

Data Privacy in ML: 
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• Reconstruction from features, models, gradients, etc.
• Protecting privacy is non-trivial

1 Carlini, Nicholas, et al. "Is Private Learning Possible with Instance Encoding?." IEEE Security & Privacy, 2021.

2 Carlini, Nicholas, et al. "Extracting training data from large language models." USENIX Security 21, 2021.

3 Zhu, Ligeng,et al. "Deep leakage from gradients.”, NeurIPS, 2019.

Original Reconstructed

Data Privacy in ML: 
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Rigorous Privacy Guarantee

1 Dwork. “Differential privacy.”, Automata, languages and programming, 2006

2 Mironov, Ilya, “Renyi Differential Privacy”, CSF, 2017
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Rigorous Privacy Guarantee
• Differential privacy (DP)1

• Belonging to a dataset  Not belonging to it≈
• A mechanism  is -DP iff for any neighboring datasets  and  differing in a 

single data point, and any , we have: 
𝒜 (ε, δ) D D′￼

S ⊆ range(𝒜)

• Bound the maximal influence of each individual, introduce randomness
• Currently, people always turn it into bounding the divergence2:

1 Dwork. “Differential privacy.”, Automata, languages and programming, 2006

2 Mironov, Ilya, “Renyi Differential Privacy”, CSF, 2017

Pr[𝒜(D) ∈ S] ≤ eε ⋅ Pr[𝒜(D′￼) ∈ S]+δ

• Properties 
• Allows quantifying the privacy risk 

• Compose gracefully for iterative methods

• Closed under post-processing

Dα(𝒜(D)∥𝒜(D′￼)) ≤ ε



6

Rigorous Privacy Guarantee
• Differential privacy (DP)1

• Belonging to a dataset  Not belonging to it≈
• A mechanism  is -DP iff for any neighboring datasets  and  differing in a 

single data point, and any , we have: 
𝒜 (ε, δ) D D′￼

S ⊆ range(𝒜)

• Bound the maximal influence of each individual, introduce randomness
• Currently, people always turn it into bounding the divergence2:

1 Dwork. “Differential privacy.”, Automata, languages and programming, 2006

2 Mironov, Ilya, “Renyi Differential Privacy”, CSF, 2017

Pr[𝒜(D) ∈ S] ≤ eε ⋅ Pr[𝒜(D′￼) ∈ S]+δ

• Properties 
• Allows quantifying the privacy risk 

• Compose gracefully for iterative methods

• Closed under post-processing

Sanitized data can be freely 

used for downstream analysis

Dα(𝒜(D)∥𝒜(D′￼)) ≤ ε
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Mobile devices & Internet

Medical record 

Privacy-preserving Generation vs. Analysis 

Demographic data



Privacy-preserving analysis
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Our task: Data sanitization
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Mobile devices & Internet

Medical record 

Privacy-preserving Generation vs. Analysis 

Demographic data

Post-processing
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How to Train a Model under DP?
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How to Train a Model under DP?
<latexit sha1_base64="AiILS6LaOl2ZkoqhNu8f78xHOKM="></latexit>

M(D)
�
= f(D) +N (0, S2

f · �2)

M : Gaussian Mechanism

D : Dataset

f : Real-valued function

Sf : Sensitivity

� : Noise scale

<latexit sha1_base64="kJokdIMftxZIHtCZJnX3fj8Q0QU="></latexit>

Sf = max
D,D0

kf(D)� f(D0)k2

<latexit sha1_base64="XWRkiLUuVQeafVQ+fb8gHJY93RI="></latexit>

Sf = max
xi

kḡt(xi)k2 = C
Sensitivity



9

Privacy-preserving Generative Modeling
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Image source: “Generative chemistry: drug discovery with deep learning generative models”

Image source: https://openai.com/blog/dall-e/

Generative Models

“An armchair in the shape of an avocado” “A snail made of a harp”


Image source: “Generative Modeling for Protein Structures”

https://openai.com/blog/dall-e/


11Image source: https://lilianweng.github.io/posts/2021-07-11-diffusion-models/

• Overview: 

• GAN: Adversarial training


• VAE: Maximize variational lower 
bound


• Flow-based: Invertible 
transforms of distributions


• Diffusion models: Gradually add 
Gaussian noise and reverse

Generative Models
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Generative Models
• Overview: 

• Latent variable model

• Learn a mapping from simple distribution          to complex data distribution


<latexit sha1_base64="Rb9a4uK3BW66i2BJ94uikS3cF9Y=">AAACGHicbVDLSsNAFJ3UV42vqks3wSLUTUikqMuiG5cV7APaUCaTSTt2ZhJmJsUa+g9u7de4E7fu/BjBSZqFth64cDjnXs7l+DElUjnOl1FaW9/Y3Cpvmzu7e/sHlcOjtowSgXALRTQSXR9KTAnHLUUUxd1YYMh8ijv++DbzOxMsJIn4g5rG2GNwyElIEFRaase1/uT5fFCpOraTw1olbkGqoEBzUPnuBxFKGOYKUShlz3Vi5aVQKIIonpn9ROIYojEc4p6mHDIsvTT/dmadaSWwwkjo4crK1d8XKWRSTpmvNxlUI7nsZeK/ns+WklV47aWEx4nCHC2Cw4RaKrKyKqyACIwUnWoCkSD6dwuNoIBI6cJMs59fplnOAEWMQR5IW+Gnman7cpfbWSXtC9u9tOv39WrjpmiuDE7AKagBF1yBBrgDTdACCDyCF/AK5sbceDPejY/Faskobo7BHxifPzm7oIY=</latexit>

p(z)

Unit Gaussian

<latexit sha1_base64="UKhGgDNfpc81p7txywBOAzlHv1E=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4CokUdVl047KifUATymQyaYfOTMLMpFhDP8Gt/Rp34ta1HyM4SbPQ1gMXDufcy7mcIKFEKsf5Mipr6xubW9Vtc2d3b/+gdnjUkXEqEG6jmMaiF0CJKeG4rYiiuJcIDFlAcTcY3+Z+d4KFJDF/VNME+wwOOYkIgkpLD97keVCrO7ZTwFolbknqoERrUPv2whilDHOFKJSy7zqJ8jMoFEEUz0wvlTiBaAyHuK8phwxLPytenVlnWgmtKBZ6uLIK9fdFBpmUUxboTQbVSC57ufivF7ClZBVd+xnhSaowR4vgKKWWiq28ByskAiNFp5pAJIj+3UIjKCBSui3T9IrLLM8ZoJgxyENpK/w0M3Vf7nI7q6RzYbuXduO+UW/elM1VwQk4BefABVegCe5AC7QBAkPwAl7B3Jgbb8a78bFYrRjlzTH4A+PzB4FTn6c=</latexit>z

Deep  
Generator

<latexit sha1_base64="gxGJmAo8MwR0z+HCgumuVcwOg4o=">AAACGHicbVDLSsNAFJ3UV42vqks3wSLUTUmkqMuiC11WsA9oQplMJu3YmUmYmRRr6D+4tV/jTty682MEJ2kWWj1w4XDOvZzL8WNKpLLtT6O0srq2vlHeNLe2d3b3KvsHHRklAuE2imgkej6UmBKO24ooinuxwJD5FHf98XXmdydYSBLxezWNscfgkJOQIKi01LmpuZOn00GlatftHNZf4hSkCgq0BpUvN4hQwjBXiEIp+44dKy+FQhFE8cx0E4ljiMZwiPuacsiw9NL825l1opXACiOhhysrV39epJBJOWW+3mRQjeSyl4n/ej5bSlbhpZcSHicKc7QIDhNqqcjKqrACIjBSdKoJRILo3y00ggIipQszTTe/TLOcAYoYgzyQdYUfZ6buy1lu5y/pnNWd83rjrlFtXhXNlcEROAY14IAL0AS3oAXaAIEH8AxewNyYG6/Gm/G+WC0Zxc0h+AXj4xvz2KBd</latexit>

G(z)

data space data space

Generated distribution True data distribution
<latexit sha1_base64="1OpIIKF6kqZvY73dKrvreoa4M2U=">AAACLHicbVDLSsNAFJ34rPXV6tJNsAh1ExIp6rLoxmUF+4AmlMlk0o6dmYSZSWkJ/Qe3+hF+jRsRt36HkzQL23rhwuHcxzkcP6ZEKtv+NDY2t7Z3dkt75f2Dw6PjSvWkI6NEINxGEY1Ez4cSU8JxWxFFcS8WGDKf4q4/vs/m3QkWkkT8Sc1i7DE45CQkCCpNdeK6O5leDio127LzMteBU4AaKKo1qBoVN4hQwjBXiEIp+44dKy+FQhFE8bzsJhLHEI3hEPc15JBh6aW53bl5oZnADCOhmyszZ/9epJBJOWO+3mRQjeTqLCP/nflsRVmFt15KeJwozNFCOEyoqSIzy8IMiMBI0ZkGEAmivZtoBAVESie29Hm6sF5282dpJj1AEWOQB9JSeDov6wyd1cTWQefKcq6txmOj1rwr0iyBM3AO6sABN6AJHkALtAECz+AFvII34934ML6M78XqhlHcnIKlMn5+AeaHqAE=</latexit>

p(x)
<latexit sha1_base64="/QqayaUtsJDN77/RdGpr6LL0mRE=">AAACLXicbVDLSsNAFJ34rPHV6tJNsIh1ExIp6rLoxmUF+4AmlMlk0g6dmYSZSWkJ/Qi3+hF+jQtB3PobTtosbOuFC4dzH+dwgoQSqRzn09jY3Nre2S3tmfsHh0fH5cpJW8apQLiFYhqLbgAlpoTjliKK4m4iMGQBxZ1g9JDPO2MsJIn5s5om2GdwwElEEFSa6iQ1bzy5vOqXq47tzMtaB24BqqCoZr9ilL0wRinDXCEKpey5TqL8DApFEMUz00slTiAawQHuacghw9LP5n5n1oVmQiuKhW6urDn79yKDTMopC/Qmg2ooV2c5+e8sYCvKKrrzM8KTVGGOFsJRSi0VW3kYVkgERopONYBIEO3dQkMoIFI6sqXPk4V105s/y3LpPooZgzyUtsKTmakzdFcTWwfta9u9setP9WrjvkizBM7AOagBF9yCBngETdACCIzAC3gFb8a78WF8Gd+L1Q2juDkFS2X8/AJSgagy</latexit>

p(x0)

Loss
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Privacy-preserving Data Generation
• Task: 

• Learn to generate high-dimensional sanitized data


• Key: 
• Rigorous privacy guarantee                 Differential Privacy 

• High-dimensional data                         Deep Neural Networks

• General purpose                                  Generality & Expressiveness


• Overview:

Unit Gaussian

<latexit sha1_base64="UKhGgDNfpc81p7txywBOAzlHv1E=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4CokUdVl047KifUATymQyaYfOTMLMpFhDP8Gt/Rp34ta1HyM4SbPQ1gMXDufcy7mcIKFEKsf5Mipr6xubW9Vtc2d3b/+gdnjUkXEqEG6jmMaiF0CJKeG4rYiiuJcIDFlAcTcY3+Z+d4KFJDF/VNME+wwOOYkIgkpLD97keVCrO7ZTwFolbknqoERrUPv2whilDHOFKJSy7zqJ8jMoFEEUz0wvlTiBaAyHuK8phwxLPytenVlnWgmtKBZ6uLIK9fdFBpmUUxboTQbVSC57ufivF7ClZBVd+xnhSaowR4vgKKWWiq28ByskAiNFp5pAJIj+3UIjKCBSui3T9IrLLM8ZoJgxyENpK/w0M3Vf7nI7q6RzYbuXduO+UW/elM1VwQk4BefABVegCe5AC7QBAkPwAl7B3Jgbb8a78bFYrRjlzTH4A+PzB4FTn6c=</latexit>z

Deep  
Generator

<latexit sha1_base64="gxGJmAo8MwR0z+HCgumuVcwOg4o=">AAACGHicbVDLSsNAFJ3UV42vqks3wSLUTUmkqMuiC11WsA9oQplMJu3YmUmYmRRr6D+4tV/jTty682MEJ2kWWj1w4XDOvZzL8WNKpLLtT6O0srq2vlHeNLe2d3b3KvsHHRklAuE2imgkej6UmBKO24ooinuxwJD5FHf98XXmdydYSBLxezWNscfgkJOQIKi01LmpuZOn00GlatftHNZf4hSkCgq0BpUvN4hQwjBXiEIp+44dKy+FQhFE8cx0E4ljiMZwiPuacsiw9NL825l1opXACiOhhysrV39epJBJOWW+3mRQjeSyl4n/ej5bSlbhpZcSHicKc7QIDhNqqcjKqrACIjBSdKoJRILo3y00ggIipQszTTe/TLOcAYoYgzyQdYUfZ6buy1lu5y/pnNWd83rjrlFtXhXNlcEROAY14IAL0AS3oAXaAIEH8AxewNyYG6/Gm/G+WC0Zxc0h+AXj4xvz2KBd</latexit>

G(z)

data space data space

Generated distribution True data distribution
<latexit sha1_base64="1OpIIKF6kqZvY73dKrvreoa4M2U=">AAACLHicbVDLSsNAFJ34rPXV6tJNsAh1ExIp6rLoxmUF+4AmlMlk0o6dmYSZSWkJ/Qe3+hF+jRsRt36HkzQL23rhwuHcxzkcP6ZEKtv+NDY2t7Z3dkt75f2Dw6PjSvWkI6NEINxGEY1Ez4cSU8JxWxFFcS8WGDKf4q4/vs/m3QkWkkT8Sc1i7DE45CQkCCpNdeK6O5leDio127LzMteBU4AaKKo1qBoVN4hQwjBXiEIp+44dKy+FQhFE8bzsJhLHEI3hEPc15JBh6aW53bl5oZnADCOhmyszZ/9epJBJOWO+3mRQjeTqLCP/nflsRVmFt15KeJwozNFCOEyoqSIzy8IMiMBI0ZkGEAmivZtoBAVESie29Hm6sF5282dpJj1AEWOQB9JSeDov6wyd1cTWQefKcq6txmOj1rwr0iyBM3AO6sABN6AJHkALtAECz+AFvII34934ML6M78XqhlHcnIKlMn5+AeaHqAE=</latexit>

p(x)
<latexit sha1_base64="/QqayaUtsJDN77/RdGpr6LL0mRE=">AAACLXicbVDLSsNAFJ34rPHV6tJNsIh1ExIp6rLoxmUF+4AmlMlk0g6dmYSZSWkJ/Qi3+hF+jQtB3PobTtosbOuFC4dzH+dwgoQSqRzn09jY3Nre2S3tmfsHh0fH5cpJW8apQLiFYhqLbgAlpoTjliKK4m4iMGQBxZ1g9JDPO2MsJIn5s5om2GdwwElEEFSa6iQ1bzy5vOqXq47tzMtaB24BqqCoZr9ilL0wRinDXCEKpey5TqL8DApFEMUz00slTiAawQHuacghw9LP5n5n1oVmQiuKhW6urDn79yKDTMopC/Qmg2ooV2c5+e8sYCvKKrrzM8KTVGGOFsJRSi0VW3kYVkgERopONYBIEO3dQkMoIFI6sqXPk4V105s/y3LpPooZgzyUtsKTmakzdFcTWwfta9u9setP9WrjvkizBM7AOagBF9yCBngETdACCIzAC3gFb8a78WF8Gd+L1Q2juDkFS2X8/AJSgagy</latexit>

p(x0)

Loss
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Existing Solutions

θG θD

sensitive data

Vanilla GAN

• Generative adversarial networks (GANs): 
• Gradient


• Gradient descent step


<latexit sha1_base64="n3RXO37oCdAb4C5PwfMISKAwRk8="></latexit>

g(t) := r✓L(✓D,✓G)

<latexit sha1_base64="tvOIjO+Aeh7V2oE6vVHl2+zQNhA="></latexit>

✓(t+1) := ✓(t) � ⌘ · g(t)

non-private sensitive ( , )-privateε δ



• Generative adversarial networks (GANs): 
• Gradient


• Sanitization mechanism


• Gradient descent step
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θG θD
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<latexit sha1_base64="zMR2tRwTTe3UYzaf50hfcpfeTwY="></latexit>

✓(t+1) := ✓(t) � ⌘ · ĝ(t)
 

non-private sensitive ( , )-privateε δ



• Generative adversarial networks (GANs): 
• Gradient


• Sanitization mechanism


• Gradient descent step
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Existing Solutions

θG θD

sensitive data

DP GAN

<latexit sha1_base64="n3RXO37oCdAb4C5PwfMISKAwRk8="></latexit>

g(t) := r✓L(✓D,✓G)

<latexit sha1_base64="zMR2tRwTTe3UYzaf50hfcpfeTwY="></latexit>

✓(t+1) := ✓(t) � ⌘ · ĝ(t)
 

<latexit sha1_base64="jA1ThiL3MyBxIVJDRAf4JonmNsk=">AAACHHicbVDLSsNAFJ3UV62vqks3wSK4CokouizqwmUFWwttCJPJtB06jzBzUyyhn+G2/ow7cSv4Ly6cPha29cDA4dx759x74pQzA77/7RTW1jc2t4rbpZ3dvf2D8uFRw6hME1oniivdjLGhnElaBwacNlNNsYg5fY77d5P684Bqw5R8gmFKQ4G7knUYwWClVruHIW8PuqPoPipXfM+fwl0lwZxU0By1qPzTThTJBJVAODamFfgphDnWwAino1I7MzTFpI+7tGWpxIKaMJ+uPHLPrJK4HaXtk+BO1b8TORbGDEVsOwWGnlmuTcT/aq0MOjdhzmSaAZVkZtTJuAvKndzvJkxTAnxoCSaa2V1d0sMaE7ApLbjEwt4w/Sif2ERECYFlYjygL6OSjStYDmeVNC684MrzHy8r1dt5cEV0gk7ROQrQNaqiB1RDdUSQQq9ojN6csfPufDifs9aCM585Rgtwvn4Bam+jAw==</latexit>

ĝD

non-private sensitive ( , )-privateε δ
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Existing Solutions

θG θD
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DP GAN

<latexit sha1_base64="n3RXO37oCdAb4C5PwfMISKAwRk8="></latexit>

g(t) := r✓L(✓D,✓G)

<latexit sha1_base64="zMR2tRwTTe3UYzaf50hfcpfeTwY="></latexit>

✓(t+1) := ✓(t) � ⌘ · ĝ(t)
 

<latexit sha1_base64="jA1ThiL3MyBxIVJDRAf4JonmNsk=">AAACHHicbVDLSsNAFJ3UV62vqks3wSK4CokouizqwmUFWwttCJPJtB06jzBzUyyhn+G2/ow7cSv4Ly6cPha29cDA4dx759x74pQzA77/7RTW1jc2t4rbpZ3dvf2D8uFRw6hME1oniivdjLGhnElaBwacNlNNsYg5fY77d5P684Bqw5R8gmFKQ4G7knUYwWClVruHIW8PuqPoPipXfM+fwl0lwZxU0By1qPzTThTJBJVAODamFfgphDnWwAino1I7MzTFpI+7tGWpxIKaMJ+uPHLPrJK4HaXtk+BO1b8TORbGDEVsOwWGnlmuTcT/aq0MOjdhzmSaAZVkZtTJuAvKndzvJkxTAnxoCSaa2V1d0sMaE7ApLbjEwt4w/Sif2ERECYFlYjygL6OSjStYDmeVNC684MrzHy8r1dt5cEV0gk7ROQrQNaqiB1RDdUSQQq9ojN6csfPufDifs9aCM585Rgtwvn4Bam+jAw==</latexit>

ĝD

clipping bound

non-private sensitive ( , )-privateε δ



GS-WGAN: A Gradient-Sanitized Approach for Learning 
Differentially Private Generators (NeurIPS 2020)

16

θG θD

sensitive data

GS-GAN

non-private sensitive ( , )-privateε δ

• Insight: 
• Only the generator need to be publicly-released 

accessible by adversary not accessible by adversary
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θG θD

sensitive data

GS-GAN

non-private sensitive ( , )-privateε δ
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• Only the generator need to be publicly-released 

accessible by adversary not accessible by adversary

• Our framework:
1. Selectively applying sanitization mechanism
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• Advantages:
1. Maximally preserve the true gradient direction
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• Our framework:
1. Selectively applying sanitization mechanism
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2. Bounding sensitivity using Wasserstein distance



GS-WGAN: A Gradient-Sanitized Approach for Learning 
Differentially Private Generators (NeurIPS 2020)
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θG θD

sensitive data

GS-GAN

non-private sensitive ( , )-privateε δ

• Insight: 
• Only the generator need to be publicly-released 

• Advantages:
1. Maximally preserve the true gradient direction

gradient

sanitization

accessible by adversary not accessible by adversary

• Our framework:
1. Selectively applying sanitization mechanism
2. Bounding sensitivity using Wasserstein distance

Lipschitz property
<latexit sha1_base64="BI3SSB/EmxoR8/xVHAXd/un/HZM="></latexit>

kgup
G k2 ⇡ 1 C = 1

<latexit sha1_base64="Eoa0hITy0Fw50+Jwwnn52LPdCv8=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4CokUdSMUu3FZ0T6gDWUymbZD5xFmJmIJ/QS39mvciVvXfozgJM1CWw9cOJxzL+dywpgSpT3vyyqtrW9sbpW37Z3dvf2DyuFRW4lEItxCggrZDaHClHDc0kRT3I0lhiykuBNOGpnfecJSEcEf9TTGAYMjToYEQW2kh8aNP6hUPdfL4awSvyBVUKA5qHz3I4EShrlGFCrV871YBymUmiCKZ3Y/UTiGaAJHuGcohwyrIM1fnTlnRomcoZBmuHZy9fdFCplSUxaaTQb1WC17mfivF7KlZD28DlLC40RjjhbBw4Q6WjhZD05EJEaaTg2BSBLzu4PGUEKkTVu23c8v0yxngARjkEfK1fh5Zpu+/OV2Vkn7wvUv3dp9rVq/LZorgxNwCs6BD65AHdyBJmgBBEbgBbyCuTW33qx362OxWrKKm2PwB9bnD3vknww=</latexit>

C = 1



GS-WGAN: A Gradient-Sanitized Approach for Learning 
Differentially Private Generators (NeurIPS 2020)
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θG θD

sensitive data

GS-GAN

non-private sensitive ( , )-privateε δ

• Insight: 
• Only the generator need to be publicly-released 

• Advantages:
1. Maximally preserve the true gradient direction
2. Bypass an intensive and fragile hyper-parameter 

search for clipping value 
3. Small clipping bias 

gradient

sanitization

accessible by adversary not accessible by adversary

• Our framework:
1. Selectively applying sanitization mechanism
2. Bounding sensitivity using Wasserstein distance

Lipschitz property
<latexit sha1_base64="BI3SSB/EmxoR8/xVHAXd/un/HZM="></latexit>

kgup
G k2 ⇡ 1 C = 1

<latexit sha1_base64="Eoa0hITy0Fw50+Jwwnn52LPdCv8=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4CokUdSMUu3FZ0T6gDWUymbZD5xFmJmIJ/QS39mvciVvXfozgJM1CWw9cOJxzL+dywpgSpT3vyyqtrW9sbpW37Z3dvf2DyuFRW4lEItxCggrZDaHClHDc0kRT3I0lhiykuBNOGpnfecJSEcEf9TTGAYMjToYEQW2kh8aNP6hUPdfL4awSvyBVUKA5qHz3I4EShrlGFCrV871YBymUmiCKZ3Y/UTiGaAJHuGcohwyrIM1fnTlnRomcoZBmuHZy9fdFCplSUxaaTQb1WC17mfivF7KlZD28DlLC40RjjhbBw4Q6WjhZD05EJEaaTg2BSBLzu4PGUEKkTVu23c8v0yxngARjkEfK1fh5Zpu+/OV2Vkn7wvUv3dp9rVq/LZorgxNwCs6BD65AHdyBJmgBBEbgBbyCuTW33qx362OxWrKKm2PwB9bnD3vknww=</latexit>

C = 1
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GS-WGAN: A Gradient-Sanitized Approach for Learning 
Differentially Private Generators (NeurIPS 2020)
• Decentralized (Federated) setting:

• Each user train a discriminator on its sensitive dataset 
locally

• Communicate the sanitized gradient

• Advantages:
• User-level DP guarantee under an untrusted server
• Communication-efficient  (gradients w.r.t. generated 

samples are more compact than gradients w.r.t model 
parameters1)

1 Augenstein et al., “Generative Models for Effective ML on Private, Decentralized Datasets”, ICLR 2020

θG

Fed-GS-GAN

non-private sensitive ( , )-privateε δ

gradient

sanitization

accessible by adversary not accessible by adversary

…

… gD := r✓Dk
D(x)

<latexit sha1_base64="HPhQpnmsatto+3WPJ7k2woOs42Y="></latexit>

<latexit sha1_base64="vu5CvvrnyloyGKRw6KGgwLUTHe0="></latexit>

dim(ĝup
G ) ⌧ dim(✓G) ⌧ dim(✓G) + dim(✓D)
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• Adopted and extended by SOTA following works: 
• Long, Yunhui, et al., "G-PATE: Scalable Differentially Private Data 

Generator via Private Aggregation of Teacher Discriminators.” 
(NeurIPS, 2021)

• Cao, Tianshi, et al., "Don’t Generate Me: Training Differentially 
Private Generative Models with Sinkhorn Divergence.”, (NeurIPS, 
2021)

• Wang, Boxin et al., "Datalens: Scalable privacy preserving training 
via gradient compression and aggregation.” (CCS, 2021)

GS-WGAN: A Gradient-Sanitized Approach for Learning 
Differentially Private Generators (NeurIPS 2020)
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Challenges

Progress of non-private generation 

2018 2019 2020 2021

Progress of private generation (ε, δ) = (10,10−5)

Saturated? Problem too hard? 
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• Fitting the complete high-dimensional data distribution is complicated
• Deep generative models are data demanding 
• Privacy constraints 

• No enough data to solve such a difficult problem 

Challenges
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Private Set Generation with Discriminative Information 
(NeurIPS 2022)

• Existing approaches:
• Aim at fitting the complete data distribution
• Optimize deep generative models      
• Suboptimal utility: <85% for MNIST with ( , )=( , )ε δ 10 10−5

Generally easier
Better convergence

Useful samples 

• Our approach:
• Target at common downstream tasks (e.g., classification)
• Directly optimize a set of representative samples
• ~10% downstream test accuracy improvement over SOTA
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Private Set Generation with Discriminative Information 
(NeurIPS 2022)

• Target:  
• Optimize for training downstream Neural Network classifier


• Basic idea: 
• Gradient-based coreset generation1,2


• DP stochastic gradient descent (DP-SGD) 

1 Zhao, Bo, et al., “Dataset condensation with gradient matching.”, ICLR, 2021.

2 Zhao, Bo, et al., “Dataset condensation with differentiable siamese augmentation.”, ICML, 2021

sensitive ( , )-privateε δinner loop outer loop

<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F
<latexit sha1_base64="nj3qlaMR2zG12nqcvz+hQQxz2aM=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KOoB48VbBVMDZvta7u4uwm7L9US+lO82l/jTQRP/hLBbe1BqwMPhpn3mMckmeAGg+DdKc3NLywulZfdldW19Q1vc6tp0lwzaLBUpPomoQYEV9BAjgJuMg1UJgKuk/uzsX/dB214qq5wkEFL0q7iHc4oWin2NrtxEfWxB0hjHN5F3fPYqwTVYAL/LwmnpEKmqMfeZ9ROWS5BIRPUmNswyLBVUI2cCRi6UW4go+yeduHWUkUlmFYxeX3o71ml7XdSbUehP1F/XhRUGjOQid2UFHtm1huL/3qJnEnGznGr4CrLERT7Du7kwsfUH/fit7kGhmJgCWWa29991qOaMrTtuW40uSzGOTFLpaSqbaoIj0PX9hXOtvOXNA+q4WG1dlmrnJxOmyuTHbJL9klIjsgJuSB10iCMPJAn8kxGzsh5cV6dt+/VkjO92Sa/4Hx8AZ8JpfY=</latexit>

gD✓t

<latexit sha1_base64="aKKAu8gus4QurKAhIuMP8w0QxOA=">AAACMXicbVDLSsNAFJ34Nr6qLkUIFsFVSUTUpagLlwr2AaaGyeS2HZyZhJkbtYSs/Bq3+jXuxK3fIDitXWjrgYHDufdw7pw4E9yg7785U9Mzs3PzC4vu0vLK6lplfaNh0lwzqLNUpLoVUwOCK6gjRwGtTAOVsYBmfHc2mDfvQRueqmvsZ9CWtKt4hzOKVooq2+EDTwC5SKDoRkV4jz1AGmF5G3bPy6hS9Wv+EN4kCUakSka4jCpfYZKyXIJCJqgxN4GfYbugGjkTULphbiCj7I524cZSRSWYdjH8RuntWiXxOqm2T6E3VH87CiqN6cvYbkqKPTM+G4j/zmI5loyd43bBVZYjKPYT3MmFh6k36MhLuAaGom8JZZrb2z3Wo5oytE26bjh0FoOciKVSUpWYGsJj6dq+gvF2JkljvxYc1g6uDqonp6PmFsgW2SF7JCBH5IRckEtSJ4w8kWfyQl6dV+fNeXc+flannJFnk/yB8/kNU7+rfQ==</latexit>

fgD✓t

<latexit sha1_base64="+WL1l2DS03tdlyD1FVY6FPEJtMg=">AAACJXicbVDLSsNAFJ34rPHV6tLNYBFcSEmkqMuiLlxWsA9oQphMp+3QmUmYmdSW0E9xa7/GnQiu/BLBaZqFth64cDjnXs7lhDGjSjvOp7W2vrG5tV3YsXf39g8Oi6WjpooSiUkDRyyS7RApwqggDU01I+1YEsRDRlrh8G7ut0ZEKhqJJz2Jic9RX9AexUgbKSiWvNH4Ak6gpyiH9cDr3wfFslNxMsBV4uakDHLUg+K3141wwonQmCGlOq4Taz9FUlPMyNT2EkVihIeoTzqGCsSJ8tPs9Sk8M0oX9iJpRmiYqb8vUsSVmvDQbHKkB2rZm4v/eiFfSta9Gz+lIk40EXgR3EsY1BGc9wK7VBKs2cQQhCU1v0M8QBJhbdqzbS+7TOc5AY44R6KrKpqMp7bpy11uZ5U0LyvuVaX6WC3XbvPmCuAEnIJz4IJrUAMPoA4aAINn8AJewcyaWW/Wu/WxWF2z8ptj8AfW1w+Nq6TC</latexit>

x, y ⇠ PD

<latexit sha1_base64="NNROO/l45zr+acO4/pQueOX4ors=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4ComIuiy6cVmpfUATymQySYfOTMLMRCyhn+DWfo07cevajxGcpFlo64ELh3Pu5VxOkFIileN8GbW19Y3Nrfq2ubO7t3/QODzqySQTCHdRQhMxCKDElHDcVURRPEgFhiyguB9M7gq//4SFJAl/VNMU+wzGnEQEQaWljhd3Ro2mYzslrFXiVqQJKrRHjW8vTFDGMFeIQimHrpMqP4dCEUTxzPQyiVOIJjDGQ005ZFj6efnqzDrTSmhFidDDlVWqvy9yyKScskBvMqjGctkrxH+9gC0lq+jGzwlPM4U5WgRHGbVUYhU9WCERGCk61QQiQfTvFhpDAZHSbZmmV17mRc4IJYxBHkpb4eeZqftyl9tZJb0L272yLx8um63bqrk6OAGn4By44Bq0wD1ogy5AIAYv4BXMjbnxZrwbH4vVmlHdHIM/MD5/ACZan3E=</latexit>

S
<latexit sha1_base64="/T+Xsat6eAMr/wnVW8dd33saO4c=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KPoxWNFWwVTw2b72i7ubsLuS7WE/hSv9td4E8GTv0RwW3vQ6sCDYeY95jFJJrjBIHh3SnPzC4tL5WV3ZXVtfcPb3GqaNNcMGiwVqb5JqAHBFTSQo4CbTAOViYDr5P5s7F/3QRueqiscZNCStKt4hzOKVoq9zW5cRH3sAdIYh3dR9zL2KkE1mMD/S8IpqZAp6rH3GbVTlktQyAQ15jYMMmwVVCNnAoZulBvIKLunXbi1VFEJplVMXh/6e1Zp+51U21HoT9SfFwWVxgxkYjclxZ6Z9cbiv14iZ5Kxc9wquMpyBMW+gzu58DH1x734ba6BoRhYQpnm9nef9aimDG17rhtNLotxTsxSKalqmyrC49C1fYWz7fwlzYNqeFitXdQqJ6fT5spkh+ySfRKSI3JCzkmdNAgjD+SJPJORM3JenFfn7Xu15ExvtskvOB9fuEqmBQ==</latexit>

gS✓t

<latexit sha1_base64="N/o/9a+XOgwbr+mElCE2jdrzsdE=">AAACJnicbVDLSsNAFJ3UV42vWpdugkVwFRIp6rLoxoWLCvYBTQiTybQdOjMJMxNpCfkVt/Zr3Im480cEJ2kX2nrgwuHceziXEyaUSOU4n0ZlY3Nre6e6a+7tHxwe1Y7rXRmnAuEOimks+iGUmBKOO4ooivuJwJCFFPfCyV2x7z1jIUnMn9QswT6DI06GBEGlpaBW9x5kkHkMqrFgWURknge1hmM7Jax14i5JAyzRDmrfXhSjlGGuEIVSDlwnUX4GhSKI4tz0UokTiCZwhAeacsiw9LPy99w610pkDWOhhyurVH87MsiknLFQXxZPytVdIf67C9lKshre+BnhSaowR4vgYUotFVtFMVZEBEaKzjSBSBD9u4XGUECkdH2m6ZXOrMgJUMwY5JG0FZ7mpu7LXW1nnXQvbffKbj42G63bZXNVcArOwAVwwTVogXvQBh2AwBS8gFcwN+bGm/FufCxOK8bScwL+wPj6AfNTprE=</latexit>

Ldis
<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F

<latexit sha1_base64="Wm33B90uf0DQyiFeFWUhWSa4BNQ=">AAACMXicbVBNSwMxFMz6WdevqkcRgkXwVHZF1KPoxYOHilYL3bK8zaZtaJJdkqxYlj35a7zaX9ObePU3CGZrD1odCAwz7zEvE6WcaeN5Y2dufmFxabmy4q6urW9sVre273WSKUKbJOGJakWgKWeSNg0znLZSRUFEnD5Eg8vSf3ikSrNE3plhSjsCepJ1GQFjpbC6F0iIOIRB7xYH1zrMAwGmr0QeM10UYbXm1b0J8F/iT0kNTdEIq59BnJBMUGkIB63bvpeaTg7KMMJp4QaZpimQAfRo21IJgupOPvlGgQ+sEuNuouyTBk/Unxs5CK2HIrKT5ZF61ivFf71IzCSb7lknZzLNDJXkO7ibcWwSXHaEY6YoMXxoCRDF7O2Y9EEBMbZJ1w0mm3mZE5JECJCxrhv6VLi2L3+2nb/k/qjun9SPb45r5xfT5ipoF+2jQ+SjU3SOrlADNRFBz+gFvaKRM3LGzpvz/j0650x3dtAvOB9fijGrDg==</latexit>

rSLdis

<latexit sha1_base64="xn4KFSXgfpQntkmDWYJIexg89S8=">AAACG3icbVDLSgNBEJyNr7i+oh69LAbBU9gVUY9BLx4jmIckIcxOOsmQmdllpjcYlnyFV/M13sSrBz9GcDbJQRMLGoqqbqqpMBbcoO9/Obm19Y3Nrfy2u7O7t39QODyqmSjRDKosEpFuhNSA4AqqyFFAI9ZAZSigHg7vMr8+Am14pB5xHENb0r7iPc4oWumpNcIBIO1gp1D0S/4M3ioJFqRIFqh0Ct+tbsQSCQqZoMY0Az/Gdko1ciZg4rYSAzFlQ9qHpqWKSjDtdPbwxDuzStfrRdqOQm+m/r5IqTRmLEO7KSkOzLKXif96oVxKxt5NO+UqThAUmwf3EuFh5GVteF2ugaEYW0KZ5vZ3jw2opgxtZ67bml2mWU6HRVJS1TUlhOeJa/sKlttZJbWLUnBVuny4LJZvF83lyQk5JeckINekTO5JhVQJI5K8kFcydabOm/PufMxXc87i5pj8gfP5A4bMolI=</latexit>

✓t

fake

real
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Private Set Generation with Discriminative Information 
(NeurIPS 2022)

• Comparison to SOTA: 

• Utility for downstream classification task (train on synthetic; test on real)

• Convergence rate


Ours Ours



• Deep generator structure result in:

• Better visual quality 

• Slow convergence

• Sub-optimal downstream utility

30

Private Set Generation with Discriminative Information 
(NeurIPS 2022)

sensitive ( , )-privateε δinner loop outer loop

<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F
<latexit sha1_base64="nj3qlaMR2zG12nqcvz+hQQxz2aM=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KOoB48VbBVMDZvta7u4uwm7L9US+lO82l/jTQRP/hLBbe1BqwMPhpn3mMckmeAGg+DdKc3NLywulZfdldW19Q1vc6tp0lwzaLBUpPomoQYEV9BAjgJuMg1UJgKuk/uzsX/dB214qq5wkEFL0q7iHc4oWin2NrtxEfWxB0hjHN5F3fPYqwTVYAL/LwmnpEKmqMfeZ9ROWS5BIRPUmNswyLBVUI2cCRi6UW4go+yeduHWUkUlmFYxeX3o71ml7XdSbUehP1F/XhRUGjOQid2UFHtm1huL/3qJnEnGznGr4CrLERT7Du7kwsfUH/fit7kGhmJgCWWa29991qOaMrTtuW40uSzGOTFLpaSqbaoIj0PX9hXOtvOXNA+q4WG1dlmrnJxOmyuTHbJL9klIjsgJuSB10iCMPJAn8kxGzsh5cV6dt+/VkjO92Sa/4Hx8AZ8JpfY=</latexit>

gD✓t

<latexit sha1_base64="aKKAu8gus4QurKAhIuMP8w0QxOA=">AAACMXicbVDLSsNAFJ34Nr6qLkUIFsFVSUTUpagLlwr2AaaGyeS2HZyZhJkbtYSs/Bq3+jXuxK3fIDitXWjrgYHDufdw7pw4E9yg7785U9Mzs3PzC4vu0vLK6lplfaNh0lwzqLNUpLoVUwOCK6gjRwGtTAOVsYBmfHc2mDfvQRueqmvsZ9CWtKt4hzOKVooq2+EDTwC5SKDoRkV4jz1AGmF5G3bPy6hS9Wv+EN4kCUakSka4jCpfYZKyXIJCJqgxN4GfYbugGjkTULphbiCj7I524cZSRSWYdjH8RuntWiXxOqm2T6E3VH87CiqN6cvYbkqKPTM+G4j/zmI5loyd43bBVZYjKPYT3MmFh6k36MhLuAaGom8JZZrb2z3Wo5oytE26bjh0FoOciKVSUpWYGsJj6dq+gvF2JkljvxYc1g6uDqonp6PmFsgW2SF7JCBH5IRckEtSJ4w8kWfyQl6dV+fNeXc+flannJFnk/yB8/kNU7+rfQ==</latexit>

fgD✓t

<latexit sha1_base64="+WL1l2DS03tdlyD1FVY6FPEJtMg=">AAACJXicbVDLSsNAFJ34rPHV6tLNYBFcSEmkqMuiLlxWsA9oQphMp+3QmUmYmdSW0E9xa7/GnQiu/BLBaZqFth64cDjnXs7lhDGjSjvOp7W2vrG5tV3YsXf39g8Oi6WjpooSiUkDRyyS7RApwqggDU01I+1YEsRDRlrh8G7ut0ZEKhqJJz2Jic9RX9AexUgbKSiWvNH4Ak6gpyiH9cDr3wfFslNxMsBV4uakDHLUg+K3141wwonQmCGlOq4Taz9FUlPMyNT2EkVihIeoTzqGCsSJ8tPs9Sk8M0oX9iJpRmiYqb8vUsSVmvDQbHKkB2rZm4v/eiFfSta9Gz+lIk40EXgR3EsY1BGc9wK7VBKs2cQQhCU1v0M8QBJhbdqzbS+7TOc5AY44R6KrKpqMp7bpy11uZ5U0LyvuVaX6WC3XbvPmCuAEnIJz4IJrUAMPoA4aAINn8AJewcyaWW/Wu/WxWF2z8ptj8AfW1w+Nq6TC</latexit>

x, y ⇠ PD

<latexit sha1_base64="NNROO/l45zr+acO4/pQueOX4ors=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4ComIuiy6cVmpfUATymQySYfOTMLMRCyhn+DWfo07cevajxGcpFlo64ELh3Pu5VxOkFIileN8GbW19Y3Nrfq2ubO7t3/QODzqySQTCHdRQhMxCKDElHDcVURRPEgFhiyguB9M7gq//4SFJAl/VNMU+wzGnEQEQaWljhd3Ro2mYzslrFXiVqQJKrRHjW8vTFDGMFeIQimHrpMqP4dCEUTxzPQyiVOIJjDGQ005ZFj6efnqzDrTSmhFidDDlVWqvy9yyKScskBvMqjGctkrxH+9gC0lq+jGzwlPM4U5WgRHGbVUYhU9WCERGCk61QQiQfTvFhpDAZHSbZmmV17mRc4IJYxBHkpb4eeZqftyl9tZJb0L272yLx8um63bqrk6OAGn4By44Bq0wD1ogy5AIAYv4BXMjbnxZrwbH4vVmlHdHIM/MD5/ACZan3E=</latexit>

S
<latexit sha1_base64="/T+Xsat6eAMr/wnVW8dd33saO4c=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KPoxWNFWwVTw2b72i7ubsLuS7WE/hSv9td4E8GTv0RwW3vQ6sCDYeY95jFJJrjBIHh3SnPzC4tL5WV3ZXVtfcPb3GqaNNcMGiwVqb5JqAHBFTSQo4CbTAOViYDr5P5s7F/3QRueqiscZNCStKt4hzOKVoq9zW5cRH3sAdIYh3dR9zL2KkE1mMD/S8IpqZAp6rH3GbVTlktQyAQ15jYMMmwVVCNnAoZulBvIKLunXbi1VFEJplVMXh/6e1Zp+51U21HoT9SfFwWVxgxkYjclxZ6Z9cbiv14iZ5Kxc9wquMpyBMW+gzu58DH1x734ba6BoRhYQpnm9nef9aimDG17rhtNLotxTsxSKalqmyrC49C1fYWz7fwlzYNqeFitXdQqJ6fT5spkh+ySfRKSI3JCzkmdNAgjD+SJPJORM3JenFfn7Xu15ExvtskvOB9fuEqmBQ==</latexit>

gS✓t

<latexit sha1_base64="N/o/9a+XOgwbr+mElCE2jdrzsdE=">AAACJnicbVDLSsNAFJ3UV42vWpdugkVwFRIp6rLoxoWLCvYBTQiTybQdOjMJMxNpCfkVt/Zr3Im480cEJ2kX2nrgwuHceziXEyaUSOU4n0ZlY3Nre6e6a+7tHxwe1Y7rXRmnAuEOimks+iGUmBKOO4ooivuJwJCFFPfCyV2x7z1jIUnMn9QswT6DI06GBEGlpaBW9x5kkHkMqrFgWURknge1hmM7Jax14i5JAyzRDmrfXhSjlGGuEIVSDlwnUX4GhSKI4tz0UokTiCZwhAeacsiw9LPy99w610pkDWOhhyurVH87MsiknLFQXxZPytVdIf67C9lKshre+BnhSaowR4vgYUotFVtFMVZEBEaKzjSBSBD9u4XGUECkdH2m6ZXOrMgJUMwY5JG0FZ7mpu7LXW1nnXQvbffKbj42G63bZXNVcArOwAVwwTVogXvQBh2AwBS8gFcwN+bGm/FufCxOK8bScwL+wPj6AfNTprE=</latexit>

Ldis
<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F

<latexit sha1_base64="Wm33B90uf0DQyiFeFWUhWSa4BNQ=">AAACMXicbVBNSwMxFMz6WdevqkcRgkXwVHZF1KPoxYOHilYL3bK8zaZtaJJdkqxYlj35a7zaX9ObePU3CGZrD1odCAwz7zEvE6WcaeN5Y2dufmFxabmy4q6urW9sVre273WSKUKbJOGJakWgKWeSNg0znLZSRUFEnD5Eg8vSf3ikSrNE3plhSjsCepJ1GQFjpbC6F0iIOIRB7xYH1zrMAwGmr0QeM10UYbXm1b0J8F/iT0kNTdEIq59BnJBMUGkIB63bvpeaTg7KMMJp4QaZpimQAfRo21IJgupOPvlGgQ+sEuNuouyTBk/Unxs5CK2HIrKT5ZF61ivFf71IzCSb7lknZzLNDJXkO7ibcWwSXHaEY6YoMXxoCRDF7O2Y9EEBMbZJ1w0mm3mZE5JECJCxrhv6VLi2L3+2nb/k/qjun9SPb45r5xfT5ipoF+2jQ+SjU3SOrlADNRFBz+gFvaKRM3LGzpvz/j0650x3dtAvOB9fijGrDg==</latexit>

rSLdis

<latexit sha1_base64="xn4KFSXgfpQntkmDWYJIexg89S8=">AAACG3icbVDLSgNBEJyNr7i+oh69LAbBU9gVUY9BLx4jmIckIcxOOsmQmdllpjcYlnyFV/M13sSrBz9GcDbJQRMLGoqqbqqpMBbcoO9/Obm19Y3Nrfy2u7O7t39QODyqmSjRDKosEpFuhNSA4AqqyFFAI9ZAZSigHg7vMr8+Am14pB5xHENb0r7iPc4oWumpNcIBIO1gp1D0S/4M3ioJFqRIFqh0Ct+tbsQSCQqZoMY0Az/Gdko1ciZg4rYSAzFlQ9qHpqWKSjDtdPbwxDuzStfrRdqOQm+m/r5IqTRmLEO7KSkOzLKXif96oVxKxt5NO+UqThAUmwf3EuFh5GVteF2ugaEYW0KZ5vZ3jw2opgxtZ67bml2mWU6HRVJS1TUlhOeJa/sKlttZJbWLUnBVuny4LJZvF83lyQk5JeckINekTO5JhVQJI5K8kFcydabOm/PufMxXc87i5pj8gfP5A4bMolI=</latexit>

✓t

fake

real

sensitive ( , )-privateε δinner loop outer loop

<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F
<latexit sha1_base64="nj3qlaMR2zG12nqcvz+hQQxz2aM=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KOoB48VbBVMDZvta7u4uwm7L9US+lO82l/jTQRP/hLBbe1BqwMPhpn3mMckmeAGg+DdKc3NLywulZfdldW19Q1vc6tp0lwzaLBUpPomoQYEV9BAjgJuMg1UJgKuk/uzsX/dB214qq5wkEFL0q7iHc4oWin2NrtxEfWxB0hjHN5F3fPYqwTVYAL/LwmnpEKmqMfeZ9ROWS5BIRPUmNswyLBVUI2cCRi6UW4go+yeduHWUkUlmFYxeX3o71ml7XdSbUehP1F/XhRUGjOQid2UFHtm1huL/3qJnEnGznGr4CrLERT7Du7kwsfUH/fit7kGhmJgCWWa29991qOaMrTtuW40uSzGOTFLpaSqbaoIj0PX9hXOtvOXNA+q4WG1dlmrnJxOmyuTHbJL9klIjsgJuSB10iCMPJAn8kxGzsh5cV6dt+/VkjO92Sa/4Hx8AZ8JpfY=</latexit>

gD✓t

<latexit sha1_base64="aKKAu8gus4QurKAhIuMP8w0QxOA=">AAACMXicbVDLSsNAFJ34Nr6qLkUIFsFVSUTUpagLlwr2AaaGyeS2HZyZhJkbtYSs/Bq3+jXuxK3fIDitXWjrgYHDufdw7pw4E9yg7785U9Mzs3PzC4vu0vLK6lplfaNh0lwzqLNUpLoVUwOCK6gjRwGtTAOVsYBmfHc2mDfvQRueqmvsZ9CWtKt4hzOKVooq2+EDTwC5SKDoRkV4jz1AGmF5G3bPy6hS9Wv+EN4kCUakSka4jCpfYZKyXIJCJqgxN4GfYbugGjkTULphbiCj7I524cZSRSWYdjH8RuntWiXxOqm2T6E3VH87CiqN6cvYbkqKPTM+G4j/zmI5loyd43bBVZYjKPYT3MmFh6k36MhLuAaGom8JZZrb2z3Wo5oytE26bjh0FoOciKVSUpWYGsJj6dq+gvF2JkljvxYc1g6uDqonp6PmFsgW2SF7JCBH5IRckEtSJ4w8kWfyQl6dV+fNeXc+flannJFnk/yB8/kNU7+rfQ==</latexit>

fgD✓t

<latexit sha1_base64="+WL1l2DS03tdlyD1FVY6FPEJtMg=">AAACJXicbVDLSsNAFJ34rPHV6tLNYBFcSEmkqMuiLlxWsA9oQphMp+3QmUmYmdSW0E9xa7/GnQiu/BLBaZqFth64cDjnXs7lhDGjSjvOp7W2vrG5tV3YsXf39g8Oi6WjpooSiUkDRyyS7RApwqggDU01I+1YEsRDRlrh8G7ut0ZEKhqJJz2Jic9RX9AexUgbKSiWvNH4Ak6gpyiH9cDr3wfFslNxMsBV4uakDHLUg+K3141wwonQmCGlOq4Taz9FUlPMyNT2EkVihIeoTzqGCsSJ8tPs9Sk8M0oX9iJpRmiYqb8vUsSVmvDQbHKkB2rZm4v/eiFfSta9Gz+lIk40EXgR3EsY1BGc9wK7VBKs2cQQhCU1v0M8QBJhbdqzbS+7TOc5AY44R6KrKpqMp7bpy11uZ5U0LyvuVaX6WC3XbvPmCuAEnIJz4IJrUAMPoA4aAINn8AJewcyaWW/Wu/WxWF2z8ptj8AfW1w+Nq6TC</latexit>

x, y ⇠ PD

<latexit sha1_base64="NNROO/l45zr+acO4/pQueOX4ors=">AAACFXicbVDLSsNAFJ3UV42vqks3wSK4ComIuiy6cVmpfUATymQySYfOTMLMRCyhn+DWfo07cevajxGcpFlo64ELh3Pu5VxOkFIileN8GbW19Y3Nrfq2ubO7t3/QODzqySQTCHdRQhMxCKDElHDcVURRPEgFhiyguB9M7gq//4SFJAl/VNMU+wzGnEQEQaWljhd3Ro2mYzslrFXiVqQJKrRHjW8vTFDGMFeIQimHrpMqP4dCEUTxzPQyiVOIJjDGQ005ZFj6efnqzDrTSmhFidDDlVWqvy9yyKScskBvMqjGctkrxH+9gC0lq+jGzwlPM4U5WgRHGbVUYhU9WCERGCk61QQiQfTvFhpDAZHSbZmmV17mRc4IJYxBHkpb4eeZqftyl9tZJb0L272yLx8um63bqrk6OAGn4By44Bq0wD1ogy5AIAYv4BXMjbnxZrwbH4vVmlHdHIM/MD5/ACZan3E=</latexit>

S
<latexit sha1_base64="/T+Xsat6eAMr/wnVW8dd33saO4c=">AAACJXicbVBNS8NAFNzUrxq/oh69BIvgqSRS1KPoxWNFWwVTw2b72i7ubsLuS7WE/hSv9td4E8GTv0RwW3vQ6sCDYeY95jFJJrjBIHh3SnPzC4tL5WV3ZXVtfcPb3GqaNNcMGiwVqb5JqAHBFTSQo4CbTAOViYDr5P5s7F/3QRueqiscZNCStKt4hzOKVoq9zW5cRH3sAdIYh3dR9zL2KkE1mMD/S8IpqZAp6rH3GbVTlktQyAQ15jYMMmwVVCNnAoZulBvIKLunXbi1VFEJplVMXh/6e1Zp+51U21HoT9SfFwWVxgxkYjclxZ6Z9cbiv14iZ5Kxc9wquMpyBMW+gzu58DH1x734ba6BoRhYQpnm9nef9aimDG17rhtNLotxTsxSKalqmyrC49C1fYWz7fwlzYNqeFitXdQqJ6fT5spkh+ySfRKSI3JCzkmdNAgjD+SJPJORM3JenFfn7Xu15ExvtskvOB9fuEqmBQ==</latexit>

gS✓t

<latexit sha1_base64="N/o/9a+XOgwbr+mElCE2jdrzsdE=">AAACJnicbVDLSsNAFJ3UV42vWpdugkVwFRIp6rLoxoWLCvYBTQiTybQdOjMJMxNpCfkVt/Zr3Im480cEJ2kX2nrgwuHceziXEyaUSOU4n0ZlY3Nre6e6a+7tHxwe1Y7rXRmnAuEOimks+iGUmBKOO4ooivuJwJCFFPfCyV2x7z1jIUnMn9QswT6DI06GBEGlpaBW9x5kkHkMqrFgWURknge1hmM7Jax14i5JAyzRDmrfXhSjlGGuEIVSDlwnUX4GhSKI4tz0UokTiCZwhAeacsiw9LPy99w610pkDWOhhyurVH87MsiknLFQXxZPytVdIf67C9lKshre+BnhSaowR4vgYUotFVtFMVZEBEaKzjSBSBD9u4XGUECkdH2m6ZXOrMgJUMwY5JG0FZ7mpu7LXW1nnXQvbffKbj42G63bZXNVcArOwAVwwTVogXvQBh2AwBS8gFcwN+bGm/FufCxOK8bScwL+wPj6AfNTprE=</latexit>

Ldis
<latexit sha1_base64="UPt2wqDmitG7N3i25E4WpmfctCs=">AAACE3icbVDLSsNAFJ3UV42vqks3wSK4KomIuiwK4rIF+4C2lMnkth06jzAzEUvoF7i1X+NO3PoBfozgJO1CWw9cOJxzL+dywphRbXz/yymsrW9sbhW33Z3dvf2D0uFRU8tEEWgQyaRqh1gDowIahhoG7VgB5iGDVji+y/zWEyhNpXg0kxh6HA8FHVCCjZXq9/1S2a/4ObxVEixIGS1Q65e+u5EkCQdhCMNadwI/Nr0UK0MJg6nbTTTEmIzxEDqWCsxB99L80al3ZpXIG0hlRxgvV39fpJhrPeGh3eTYjPSyl4n/eiFfSjaDm15KRZwYEGQePEiYZ6SXteBFVAExbGIJJora3z0ywgoTY7ty3W5+mWY5fSI5xyLSFQPPU9f2FSy3s0qaF5XgqnJZvyxXbxfNFdEJOkXnKEDXqIoeUA01EEGAXtArmjkz5815dz7mqwVncXOM/sD5/AF8zZ6N</latexit>

F

<latexit sha1_base64="Wm33B90uf0DQyiFeFWUhWSa4BNQ=">AAACMXicbVBNSwMxFMz6WdevqkcRgkXwVHZF1KPoxYOHilYL3bK8zaZtaJJdkqxYlj35a7zaX9ObePU3CGZrD1odCAwz7zEvE6WcaeN5Y2dufmFxabmy4q6urW9sVre273WSKUKbJOGJakWgKWeSNg0znLZSRUFEnD5Eg8vSf3ikSrNE3plhSjsCepJ1GQFjpbC6F0iIOIRB7xYH1zrMAwGmr0QeM10UYbXm1b0J8F/iT0kNTdEIq59BnJBMUGkIB63bvpeaTg7KMMJp4QaZpimQAfRo21IJgupOPvlGgQ+sEuNuouyTBk/Unxs5CK2HIrKT5ZF61ivFf71IzCSb7lknZzLNDJXkO7ibcWwSXHaEY6YoMXxoCRDF7O2Y9EEBMbZJ1w0mm3mZE5JECJCxrhv6VLi2L3+2nb/k/qjun9SPb45r5xfT5ipoF+2jQ+SjU3SOrlADNRFBz+gFvaKRM3LGzpvz/j0650x3dtAvOB9fijGrDg==</latexit>

rSLdis

<latexit sha1_base64="xn4KFSXgfpQntkmDWYJIexg89S8=">AAACG3icbVDLSgNBEJyNr7i+oh69LAbBU9gVUY9BLx4jmIckIcxOOsmQmdllpjcYlnyFV/M13sSrBz9GcDbJQRMLGoqqbqqpMBbcoO9/Obm19Y3Nrfy2u7O7t39QODyqmSjRDKosEpFuhNSA4AqqyFFAI9ZAZSigHg7vMr8+Am14pB5xHENb0r7iPc4oWumpNcIBIO1gp1D0S/4M3ioJFqRIFqh0Ct+tbsQSCQqZoMY0Az/Gdko1ciZg4rYSAzFlQ9qHpqWKSjDtdPbwxDuzStfrRdqOQm+m/r5IqTRmLEO7KSkOzLKXif96oVxKxt5NO+UqThAUmwf3EuFh5GVteF2ugaEYW0KZ5vZ3jw2opgxtZ67bml2mWU6HRVJS1TUlhOeJa/sKlttZJbWLUnBVuny4LJZvF83lyQk5JeckINekTO5JhVQJI5K8kFcydabOm/PufMxXc87i5pj8gfP5A4bMolI=</latexit>

✓t

real

<latexit sha1_base64="jRSSCcSWMigmpusltuGDuffFn50=">AAACKXicbVDLTsJAFJ3iC/EFunTTSExcNa0h6pLoxiVGeSS0IdPpFCbMTJuZKQEbPsGtfoRf407d+iNOSxcC3uQmJ+c+zsnxY0qksu0vo7SxubW9U96t7O0fHB5Va8cdGSUC4TaKaCR6PpSYEo7biiiKe7HAkPkUd/3xXTbvTrCQJOJPahZjj8EhJyFBUGnq0Z08D6p127LzMteBU4A6KKo1qBlVN4hQwjBXiEIp+44dKy+FQhFE8bziJhLHEI3hEPc15JBh6aW517l5rpnADCOhmyszZ/9epJBJOWO+3mRQjeTqLCP/nflsRVmFN15KeJwozNFCOEyoqSIzC8IMiMBI0ZkGEAmivZtoBAVESse19Hm6sF5x82dpJj1AEWOQB9JSeDqv6Ayd1cTWQefScq6sxkOj3rwt0iyDU3AGLoADrkET3IMWaAMEhuAFvII34934MD6N78VqyShuTsBSGT+/ImanJA==</latexit>z

<latexit sha1_base64="WZSQdbtMIQ/cnPAUPIH7sjjmts0=">AAACMnicbVDLSsNAFJ3UV62vVpdugkVwFRIp6rLoxmUF+4AmlMlk0g6dmYSZSWkJ+Q23+hH+jO7ErR/hJM3Ctl64cDj3cQ7HjymRyrY/jMrW9s7uXnW/dnB4dHxSb5z2ZJQIhLsoopEY+FBiSjjuKqIoHsQCQ+ZT3PenD/m8P8NCkog/q0WMPQbHnIQEQaUp1/VZ6s6giCckG9WbtmUXZW4CpwRNUFZn1DDqbhChhGGuEIVSDh07Vl4KhSKI4qzmJhLHEE3hGA815JBh6aWF6cy81ExghpHQzZVZsH8vUsikXDBfbzKoJnJ9lpP/zny2pqzCOy8lPE4U5mgpHCbUVJGZJ2IGRGCk6EIDiATR3k00gQIipXNb+TxfWq+5xbM0lx6hiDHIA2kpPM9qOkNnPbFN0Lu2nBur9dRqtu/LNKvgHFyAK+CAW9AGj6ADugCBGLyAV/BmvBufxpfxvVytGOXNGVgp4+cXIUGrOw==</latexit>'

<latexit sha1_base64="gXNsQax3ZyZOtVLlmDM5Lwnqz6s=">AAACJ3icbVDLTgIxFG3xheMLdOlmIjFxRWaMUZdEF7qERB4JENIpF2hoO5O2YyATvsCtfoRf487o0j+xDLMQ8CY3OTn3cU5OEHGmjed949zG5tb2Tn7X2ds/ODwqFI8bOowVhToNeahaAdHAmYS6YYZDK1JARMChGYzv5/PmMyjNQvlkphF0BRlKNmCUGEvVHnqFklf20nLXgZ+BEsqq2iviQqcf0liANJQTrdu+F5luQpRhlMPM6cQaIkLHZAhtCyURoLtJ6nTmnlum7w5CZVsaN2X/XiREaD0Vgd0UxIz06mxO/jsLxIqyGdx2Eyaj2ICkC+FBzF0TuvMY3D5TQA2fWkCoYta7S0dEEWpsWEufJwvrTid9lsylezQUgsi+LhuYzBybob+a2DpoXJb96/JV7apUucvSzKNTdIYukI9uUAU9oiqqI4oAvaBX9Ibf8Qf+xF+L1RzObk7QUuGfXwsDpgs=</latexit>

G

with generative model



31

In summary:
• Privacy-preserving Generation is important 

• Flexibility & Transparency: downstream analysis, reproducible research

• Applications: federated learning


• Privacy-preserving Generation is non-trivial: 
• Exploit the progress in general generative modeling

• Co-design of private- and non-private models

• Make better usage of “prior knowledge”


• Task (downstream model)

• Data distribution
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