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Adversarial vulnerability

[Dong et al. CVPR 2018]



Adversarial examples in physical world



NLP (Jin et al. AAAI 2020) Graph (Dai et al. ICML 2018)

Reinforcement Learning (Lin et al. IJCAI 2017) Audio (Carlini and Wagner. S&P 2018)

Not only in computer vision



LiDAR (Tu et al. CVPR 2020) 3D Point Cloud (Lang et al. 2020)

Recommender System (Cao et al. SIGIR 2020)Code Generation (Anand et al. 2021)

Not only in computer vision



Trade-off between robustness and accuracy

Standard training
clean accuracy 95%
robust accuracy 0%

Adversarial training
clean accuracy 85%
robust accuracy 50%

Empirically:

Theoretically:

Exists in some simple cases

[Zhang et al. ICML 2019; Tsipras et al. ICLR 2019]

Where the trade-off stems from?



What is an accurate model? 

An accurate model refers to the one with low standard error:

RStandard = Epd(x)

⇥
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�
pd(y|x)
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<latexit sha1_base64="uqe+NQZvjEBf7t58+F1r62YbzuA="></latexit>

Optimal solution: p✓⇤(y|x) = pd(y|x)
<latexit sha1_base64="80tnckjQ/rbXpMlGgHnI65SO4vc=">AAACGXicbZDLSsNAFIYnXmu9RV3qIliE6qIkVdCFQsGNywr2Am0Nk8mkHTq5MHMiDbEbX8MXcKtv4E7cuvIFfA6nTRe29YeBj/+cwznzOxFnEkzzW1tYXFpeWc2t5dc3Nre29Z3dugxjQWiNhDwUTQdLyllAa8CA02YkKPYdThtO/3pUbzxQIVkY3EES0Y6PuwHzGMGgLFs/iOy0DT0K+P5kWEweB8dXynEztPWCWTLHMubBmkABTVS19Z+2G5LYpwEQjqVsWWYEnRQLYITTYb4dSxph0sdd2lIYYJ/KTjr+xdA4Uo5reKFQLwBj7P6dSLEvZeI7qtPH0JOztZH5X60Vg3fRSVkQxUADki3yYm5AaIwiMVwmKAGeKMBEMHWrQXpYYAIquKktg+zUvArGmo1hHurlknVaKt+eFSqXk4hyaB8doiKy0DmqoBtURTVE0BN6Qa/oTXvW3rUP7TNrXdAmM3toStrXLzxvoOw=</latexit>

data distribution model distribution



What is a robust model? 

A robust model refers to the one with low robust error:

RMadry = Epd(x)


max

x02B(x)
KL

�
pd(y|x)

��p✓(y|x0)
��

<latexit sha1_base64="w1lg1u4DbSsyt4+4myfqGsI4QB4="></latexit>

Optimal solution: p✓⇤(y|x) 6= pd(y|x)
<latexit sha1_base64="nRwdh0xAzCi0NbBj+we+SH6BjCw=">AAACHXicbVC7TgMxEPSFd3gFKGksIiSgiO4CEhQUkWgoQSIJUhJOPmdDrPh8h72HEh1p+Q1+gBb+gA7RIn6A78CXpOA1kqXZmV3teoJYCoOu++HkpqZnZufmF/KLS8srq4W19ZqJEs2hyiMZ6cuAGZBCQRUFSriMNbAwkFAPeieZX78FbUSkLnAQQytk10p0BGdoJb9AYz9tYheQXe0NdwZ3/d2mgptMbY9Lv1B0S+4I9C/xJqRIJjjzC5/NdsSTEBRyyYxpeG6MrZRpFFzCMN9MDMSM99g1NCxVLATTSkc/GdJtq7RpJ9L2KaQj9ftEykJjBmFgO0OGXfPby8T/vEaCnaNWKlScICg+XtRJJMWIZrHQttDAUQ4sYVwLeyvlXaYZRxvejy398al5G4z3O4a/pFYueful8vlBsXI8iWiebJItskM8ckgq5JSckSrh5J48kify7Dw4L86r8zZuzTmTmQ3yA877F2ezopc=</latexit>

[Madry et al. ICLR 2018]



Trade-off naturally comes!

An optimally accurate model is NOT an optimally robust model

pd(y|x)
<latexit sha1_base64="MgSMzYuEBJUN11U2udVMulNzVUE=">AAACA3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3bjERB4JTEinU6Ch05m0HcNkZOkPuNU/cGfc+iH+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80e3Ubz1SqVgoHnQSUTfAA8H6jGBtpHbU88vJ0/i8VyzZFXsGtEqcjJQgQ71X/On6IYkDKjThWKmOY0faTbHUjHA6KXRjRSNMRnhAO4YKHFDlprO8E3RmFB/1Q2me0Gim/t1IcaBUEnhmMsB6qJa9qfif14l1/9pNmYhiTQWZH+rHHOkQTT+PfCYp0TwxBBPJTFZEhlhiok1FC1fG86gFU4yzXMMqaVYrzkWlen9Zqt1kFeXhBE6hDA5cQQ3uoA4NIMDhBV7hzXq23q0P63M+mrOynWNYgPX1Cwy3mEU=</latexit>

is not an optimally robust model w.r.t. itself???!!!

paradox



Did we properly define robustness?

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x))

�

<latexit sha1_base64="BaLFMy9+Pfc1uBnTR2/150Wmqig="></latexit>

RMadry = Epd(x)


max

x02B(x)
KL

�
pd(y|x)

��p✓(y|x0)
��

<latexit sha1_base64="w1lg1u4DbSsyt4+4myfqGsI4QB4="></latexit>

differentiable surrogate

0-1 robust error:

Yd(x) = argmaxy pd(y|x)
<latexit sha1_base64="hIzSZxtcm7IMyRlywQxO4QP+tsU="></latexit>

Y✓(x) = argmaxy p✓(y|x)
<latexit sha1_base64="S2nelRLYWcGN3sA2h8kN7QypI2w="></latexit>

hard label of model distribution
(i.e., predicted label)

hard label of data distribution
(i.e., true label)



true label is invariant in 

Did we properly define robustness?

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x))

�

<latexit sha1_base64="BaLFMy9+Pfc1uBnTR2/150Wmqig="></latexit>

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x
0))

�

<latexit sha1_base64="4uv1gqh1JOdf+B/7ErLRsAfGh+M="></latexit>

B(x)
<latexit sha1_base64="MUlRcpgrsvVU1Q5X5UldAOTmjCE=">AAAB/3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3LjERB4JTEindKCh05m0HQOZsPAH3OofuDNu/RR/wO+wA7MQ8CRNTs65N/f0eBFnStv2t5Xb2Nza3snvFvb2Dw6PiscnLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG1747vUbz9RqVgoHvU0om6Ah4L5jGCdSvXy5LJfLNkVew60TpyMlCBDo1/86Q1CEgdUaMKxUl3HjrSbYKkZ4XRW6MWKRpiM8ZB2DRU4oMpN5lln6MIoA+SH0jyh0Vz9u5HgQKlp4JnJAOuRWvVS8T+vG2v/1k2YiGJNBVkc8mOOdIjSj6MBk5RoPjUEE8lMVkRGWGKiTT1LVyaLqAVTjLNawzppVSvOVaX6cF2q1bOK8nAG51AGB26gBvfQgCYQGMELvMKb9Wy9Wx/W52I0Z2U7p7AE6+sXaLyWNw==</latexit>

Self-consistent 0-1 robust error:
• no assumption on 
• allows for flexible B(x)

<latexit sha1_base64="MUlRcpgrsvVU1Q5X5UldAOTmjCE=">AAAB/3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3LjERB4JTEindKCh05m0HQOZsPAH3OofuDNu/RR/wO+wA7MQ8CRNTs65N/f0eBFnStv2t5Xb2Nza3snvFvb2Dw6PiscnLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG1747vUbz9RqVgoHvU0om6Ah4L5jGCdSvXy5LJfLNkVew60TpyMlCBDo1/86Q1CEgdUaMKxUl3HjrSbYKkZ4XRW6MWKRpiM8ZB2DRU4oMpN5lln6MIoA+SH0jyh0Vz9u5HgQKlp4JnJAOuRWvVS8T+vG2v/1k2YiGJNBVkc8mOOdIjSj6MBk5RoPjUEE8lMVkRGWGKiTT1LVyaLqAVTjLNawzppVSvOVaX6cF2q1bOK8nAG51AGB26gBvfQgCYQGMELvMKb9Wy9Wx/W52I0Z2U7p7AE6+sXaLyWNw==</latexit>

pd(y|x)
<latexit sha1_base64="XmqdKJL6R98Au9Thrxtn0Dlqtek=">AAACBXicbVDLTgIxFL3jE/GFunTTSExwQ2bQRJdENy4xkUeECel0CjR0OpO2Y5iMrP0Bt/oH7oxbv8Mf8DssMAsBT9Lk5Jx7c0+PF3GmtG1/Wyura+sbm7mt/PbO7t5+4eCwocJYElonIQ9ly8OKciZoXTPNaSuSFAcep01veDPxm49UKhaKe51E1A1wX7AeI1gb6SHqpv64lDyNzrqFol22p0DLxMlIETLUuoWfjh+SOKBCE46Vajt2pN0US80Ip+N8J1Y0wmSI+7RtqMABVW46TTxGp0bxUS+U5gmNpurfjRQHSiWBZyYDrAdq0ZuI/3ntWPeu3JSJKNZUkNmhXsyRDtHk+8hnkhLNE0MwkcxkRWSAJSbalDR3ZTSLmjfFOIs1LJNGpeyclyt3F8XqdVZRDo7hBErgwCVU4RZqUAcCAl7gFd6sZ+vd+rA+Z6MrVrZzBHOwvn4B6eSZUQ==</latexit>

0-1 robust error:



Unreasonable
(overcorrection 

towards smoothness)

Did we properly define robustness?

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x))

�

<latexit sha1_base64="BaLFMy9+Pfc1uBnTR2/150Wmqig="></latexit>

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x
0))

�

<latexit sha1_base64="4uv1gqh1JOdf+B/7ErLRsAfGh+M="></latexit>

true label is invariant in B(x)
<latexit sha1_base64="MUlRcpgrsvVU1Q5X5UldAOTmjCE=">AAAB/3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3LjERB4JTEindKCh05m0HQOZsPAH3OofuDNu/RR/wO+wA7MQ8CRNTs65N/f0eBFnStv2t5Xb2Nza3snvFvb2Dw6PiscnLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG1747vUbz9RqVgoHvU0om6Ah4L5jGCdSvXy5LJfLNkVew60TpyMlCBDo1/86Q1CEgdUaMKxUl3HjrSbYKkZ4XRW6MWKRpiM8ZB2DRU4oMpN5lln6MIoA+SH0jyh0Vz9u5HgQKlp4JnJAOuRWvVS8T+vG2v/1k2YiGJNBVkc8mOOdIjSj6MBk5RoPjUEE8lMVkRGWGKiTT1LVyaLqAVTjLNawzppVSvOVaX6cF2q1bOK8nAG51AGB26gBvfQgCYQGMELvMKb9Wy9Wx/W52I0Z2U7p7AE6+sXaLyWNw==</latexit>

RMadry = Epd(x)


max

x02B(x)
KL

�
pd(y|x)

��p✓(y|x0)
��

<latexit sha1_base64="w1lg1u4DbSsyt4+4myfqGsI4QB4="></latexit>

differentiable surrogate
(              is invariant in         )B(x)

<latexit sha1_base64="MUlRcpgrsvVU1Q5X5UldAOTmjCE=">AAAB/3icbVDLTgIxFL2DL8QX6tJNIzHBDZlBE10S3LjERB4JTEindKCh05m0HQOZsPAH3OofuDNu/RR/wO+wA7MQ8CRNTs65N/f0eBFnStv2t5Xb2Nza3snvFvb2Dw6PiscnLRXGktAmCXkoOx5WlDNBm5ppTjuRpDjwOG1747vUbz9RqVgoHvU0om6Ah4L5jGCdSvXy5LJfLNkVew60TpyMlCBDo1/86Q1CEgdUaMKxUl3HjrSbYKkZ4XRW6MWKRpiM8ZB2DRU4oMpN5lln6MIoA+SH0jyh0Vz9u5HgQKlp4JnJAOuRWvVS8T+vG2v/1k2YiGJNBVkc8mOOdIjSj6MBk5RoPjUEE8lMVkRGWGKiTT1LVyaLqAVTjLNawzppVSvOVaX6cF2q1bOK8nAG51AGB26gBvfQgCYQGMELvMKb9Wy9Wx/W52I0Z2U7p7AE6+sXaLyWNw==</latexit>

pd(y|x)
<latexit sha1_base64="XmqdKJL6R98Au9Thrxtn0Dlqtek=">AAACBXicbVDLTgIxFL3jE/GFunTTSExwQ2bQRJdENy4xkUeECel0CjR0OpO2Y5iMrP0Bt/oH7oxbv8Mf8DssMAsBT9Lk5Jx7c0+PF3GmtG1/Wyura+sbm7mt/PbO7t5+4eCwocJYElonIQ9ly8OKciZoXTPNaSuSFAcep01veDPxm49UKhaKe51E1A1wX7AeI1gb6SHqpv64lDyNzrqFol22p0DLxMlIETLUuoWfjh+SOKBCE46Vajt2pN0US80Ip+N8J1Y0wmSI+7RtqMABVW46TTxGp0bxUS+U5gmNpurfjRQHSiWBZyYDrAdq0ZuI/3ntWPeu3JSJKNZUkNmhXsyRDtHk+8hnkhLNE0MwkcxkRWSAJSbalDR3ZTSLmjfFOIs1LJNGpeyclyt3F8XqdVZRDo7hBErgwCVU4RZqUAcCAl7gFd6sZ+vd+rA+Z6MrVrZzBHOwvn4B6eSZUQ==</latexit>

Reasonable



Self-COnsistent Robust Error (SCORE)

Epd(x)


max

x02B(x)
1 (Y✓(x

0) 6= Yd(x
0))

�

<latexit sha1_base64="4uv1gqh1JOdf+B/7ErLRsAfGh+M="></latexit>

differentiable surrogate

RSCORE(✓) = Epd(x)


max

x02B(x)
KL

�
pd(y|x0)

��p✓(y|x0)
��

<latexit sha1_base64="qMlk4jw9GbkzrYfEPbBvlAEffUU="></latexit>

invariance ⟹ equivarianceRSCORE(✓)
<latexit sha1_base64="HeWOA+QovkGii8dikrdBFiXUyKo=">AAACIHicbVBLSgNBFOzxG+Mv6tLNYBDiJsyooMtgENwZozFCJoSezpukSc+H7jeSMMwBvIYXcKs3cCcu9QCew85nYRILGoqq93jV5UaCK7SsL2NhcWl5ZTWzll3f2Nzazu3s3qswlgxqLBShfHCpAsEDqCFHAQ+RBOq7Aupurzz0648gFQ+DOxxE0PRpJ+AeZxS11MrlHZ9i1/WSatpKHIQ+Sj+5LV9XL9O04GAXkB7pKatojWDOE3tC8mSCSiv347RDFvsQIBNUqYZtRdhMqETOBKRZJ1YQUdajHWhoGlAfVDMZfSY1D7XSNr1Q6hegOVL/biTUV2rgu3pyGF3NekPxP68Ro3feTHgQxQgBGx/yYmFiaA6bMdtcAkMx0IQyyXVWk3WppAx1f1NX+uOoWV2MPVvDPLk/LtonxeOb03zpYlJRhuyTA1IgNjkjJXJFKqRGGHkiL+SVvBnPxrvxYXyORxeMyc4emYLx/QtqxKQ5</latexit>

RMadry(✓)
<latexit sha1_base64="KiHnRxINLG65MnKKI8dqHs2JBEk=">AAACIHicbVBLSgNBFOyJvxh/UZduBoMQN2EmCroMunEjRDEfyITQ03mTNOn50P1GEoY5gNfwAm71Bu7EpR7Ac9j5LExiQUNR9R6vutxIcIWW9WVkVlbX1jeym7mt7Z3dvfz+QV2FsWRQY6EIZdOlCgQPoIYcBTQjCdR3BTTcwfXYbzyCVDwMHnAUQdunvYB7nFHUUidfcHyKfddL7tNO4iAMUfrJLe3KUZoWHewD0lM9ZZWsCcxlYs9IgcxQ7eR/nG7IYh8CZIIq1bKtCNsJlciZgDTnxAoiyga0By1NA+qDaieTz6TmiVa6phdK/QI0J+rfjYT6So18V0+Oo6tFbyz+57Vi9C7bCQ+iGCFg00NeLEwMzXEzZpdLYChGmlAmuc5qsj6VlKHub+7KcBo1p4uxF2tYJvVyyT4rle/OC5WrWUVZckSOSZHY5IJUyA2pkhph5Im8kFfyZjwb78aH8TkdzRiznUMyB+P7Fz4BpLo=</latexit>



Self-COnsistent Robust Error (SCORE)

• Optimal solution: 
(self-consistency, i.e.,                 is the optimally robust 
model w.r.t. itself under supervised learning framework)

• Keep the paradigm of robust optimization

p✓⇤(y|x) = pd(y|x)
<latexit sha1_base64="80tnckjQ/rbXpMlGgHnI65SO4vc=">AAACGXicbZDLSsNAFIYnXmu9RV3qIliE6qIkVdCFQsGNywr2Am0Nk8mkHTq5MHMiDbEbX8MXcKtv4E7cuvIFfA6nTRe29YeBj/+cwznzOxFnEkzzW1tYXFpeWc2t5dc3Nre29Z3dugxjQWiNhDwUTQdLyllAa8CA02YkKPYdThtO/3pUbzxQIVkY3EES0Y6PuwHzGMGgLFs/iOy0DT0K+P5kWEweB8dXynEztPWCWTLHMubBmkABTVS19Z+2G5LYpwEQjqVsWWYEnRQLYITTYb4dSxph0sdd2lIYYJ/KTjr+xdA4Uo5reKFQLwBj7P6dSLEvZeI7qtPH0JOztZH5X60Vg3fRSVkQxUADki3yYm5AaIwiMVwmKAGeKMBEMHWrQXpYYAIquKktg+zUvArGmo1hHurlknVaKt+eFSqXk4hyaB8doiKy0DmqoBtURTVE0BN6Qa/oTXvW3rUP7TNrXdAmM3toStrXLzxvoOw=</latexit>

pd(y|x)
<latexit sha1_base64="3mR3hSx/7MwZzVGDD2AZqWJbg08=">AAACBXicbVDLTgIxFL2DL8QX6tJNIzHBDZlBE12SuHGJiTwiTEinU6Ch05m0HcNkZO0PuNU/cGfc+h3+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80c3Ubz1SqVgo7nUSUTfAA8H6jGBtpIeol/qTcvI0Pu8VS3bFngGtEicjJchQ7xV/un5I4oAKTThWquPYkXZTLDUjnE4K3VjRCJMRHtCOoQIHVLnpLPEEnRnFR/1Qmic0mql/N1IcKJUEnpkMsB6qZW8q/ud1Yt2/dlMmolhTQeaH+jFHOkTT7yOfSUo0TwzBRDKTFZEhlphoU9LClfE8asEU4yzXsEqa1YpzUaneXZZq1ayiPJzAKZTBgSuowS3UoQEEBLzAK7xZz9a79WF9zkdzVrZzDAuwvn4B5RSZQQ==</latexit>

RSCORE(✓) = Epd(x)


max

x02B(x)
KL

�
pd(y|x0)

��p✓(y|x0)
��

<latexit sha1_base64="qMlk4jw9GbkzrYfEPbBvlAEffUU="></latexit>



Toy demo (self-consistency)
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<latexit sha1_base64="NK3b0ZrUb4pIaX9C/Yh1ypWrSiA=">AAAB/HicbVBLTgJBFHyDP8Qf6tJNR2LiisygCS5J3LiERD4JTEhP8wY69HzS3WMgE7yAW72BO+PWu3gBz2EDsxCwkk4qVe/lVZcXC660bX9bua3tnd29/H7h4PDo+KR4etZSUSIZNlkkItnxqELBQ2xqrgV2Yok08AS2vfH93G8/oVQ8Ch/1NEY3oMOQ+5xRbaTGpF8s2WV7AbJJnIyUIEO9X/zpDSKWBBhqJqhSXceOtZtSqTkTOCv0EoUxZWM6xK6hIQ1Queki6IxcGWVA/EiaF2qyUP9upDRQahp4ZjKgeqTWvbn4n9dNtH/npjyME40hWx7yE0F0ROa/JgMukWkxNYQyyU1WwkZUUqZNNytXJsuoBVOMs17DJmlVys5NudK4LdWqWUV5uIBLuAYHqlCDB6hDExggvMArvFnP1rv1YX0uR3NWtnMOK7C+fgEKmpV7</latexit>

p(
y
=

0|
x
)

<latexit sha1_base64="JmaAFMo0+bczDaEGc8lOS2OMtNc=">AAACA3icbVDLSgMxFL3js9ZX1aWbYBHqpsxUoW6EghuXFewD2qFk0kwbmskMSUY6jF36A271D9yJWz/EH/A7TNtZ2NYDgcM593JPjhdxprRtf1tr6xubW9u5nfzu3v7BYeHouKnCWBLaICEPZdvDinImaEMzzWk7khQHHqctb3Q79VuPVCoWigedRNQN8EAwnxGsjdSOSsmN/TS+6BWKdtmeAa0SJyNFyFDvFX66/ZDEARWacKxUx7Ej7aZYakY4neS7saIRJiM8oB1DBQ6octNZ3gk6N0of+aE0T2g0U/9upDhQKgk8MxlgPVTL3lT8z+vE2r92UyaiWFNB5of8mCMdounnUZ9JSjRPDMFEMpMVkSGWmGhT0cKV8Txq3hTjLNewSpqVsnNZrtxfFWvVrKIcnMIZlMCBKtTgDurQAAIcXuAV3qxn6936sD7no2tWtnMCC7C+fgF+4Zfk</latexit>

Construction of               : 

pd(y = 0) =
5

6
, pd(y = 1) =

1

6
;

<latexit sha1_base64="VCXueDnqgrj0+kmijQPUSvuwYzY=">AAACLHicbZDLSsNAFIYn9VbrrerSzWARKkhN6hWkUHDjsoK9QFvKZDJph04mYWYihpDH8DV8Abf6Bm5E3PY5nLYp2OoPAz/fOYdz5rcDRqUyzU8js7S8srqWXc9tbG5t7+R39xrSDwUmdewzX7RsJAmjnNQVVYy0AkGQZzPStIe343rzkQhJff6gooB0PdTn1KUYKY16+dOgFztJMaqYx5WOKxCOL5L4MjmBM27NuDXmN718wSyZE8G/xkpNAaSq9fKjjuPj0CNcYYakbFtmoLoxEopiRpJcJ5QkQHiI+qStLUcekd148rEEHmniQNcX+nEFJ/T3RIw8KSPP1p0eUgO5WBvD/2rtULnX3ZjyIFSE4+kiN2RQ+XCcEnSoIFixSBuEBdW3QjxAOgals5zb8jQ9NaeDsRZj+Gsa5ZJ1Virfnxeq5TSiLDgAh6AILHAFquAO1EAdYPAMXsEbeDdejA/jy/ietmaMdGYfzMkY/QAW6qdj</latexit>

pd(x|y = 1) ⇠ N (1, 1).
<latexit sha1_base64="1MpBK3HbA0M3DSXGx83QOj6ksDI=">AAACHnicbVDLSsNAFJ34rPUVdekmWoQWpCRV0I1QcONKKtgHNCFMJpN26OTBzEQaYtb+hj/gVv/AnbjVH/A7nLRZ2NYDA4dz7uWeOU5ECRe6/q0sLa+srq2XNsqbW9s7u+refoeHMUO4jUIasp4DOaYkwG1BBMW9iGHoOxR3ndF17ncfMOMkDO5FEmHLh4OAeARBISVbPYrs1M2q48fkyqiZnPimD8UQQZreZlXj1KjVbbWi1/UJtEViFKQCCrRs9cd0QxT7OBCIQs77hh4JK4VMEERxVjZjjiOIRnCA+5IG0MfcSidfybQTqbiaFzL5AqFN1L8bKfQ5T3xHTuZB+byXi/95/Vh4l1ZKgigWOEDTQ15MNRFqeS+aSxhGgiaSQMSIzKqhIWQQCdnezJXxNGpZFmPM17BIOo26cVZv3J1Xmo2iohI4BMegCgxwAZrgBrRAGyDwBF7AK3hTnpV35UP5nI4uKcXOAZiB8vULjhWh9A==</latexit>

pd(x|y = 0) ⇠ N (�1, 4);
<latexit sha1_base64="WvYUAjdfsqzBCLm9up+Zm1o4ICk=">AAACH3icbVDdSgJBGJ21P7M/q8tuBiVQKNk1oSACoZuuwiB/QEVmZ2d1cGZ3mZkNZdv7XqMX6LbeoLvo1hfoOZpVL1I7MHA45/v4zhw7YFQq05wYqbX1jc2t9HZmZ3dv/yB7eNSQfigwqWOf+aJlI0kY9UhdUcVIKxAEcZuRpj28TfzmExGS+t6jGgeky1Hfoy7FSGmpl80FvciJC6Pn8Y1Z7EjKOxypAUYsuo8L59ZZpXjdy+bNkjkFXCXWnOTBHLVe9qfj+DjkxFOYISnblhmoboSEopiRONMJJQkQHqI+aWvqIU5kN5r+JYanWnGg6wv9PAWn6t+NCHEpx9zWk0lSuewl4n9eO1TuVTeiXhAq4uHZITdkUPkwKQY6VBCs2FgThAXVWSEeIIGw0vUtXBnNomZ0MdZyDaukUS5ZF6XyQyVfLc8rSoMTkAMFYIFLUAV3oAbqAIMX8AbewYfxanwaX8b3bDRlzHeOwQKMyS8ei6I6</latexit>

pd(x, y)
<latexit sha1_base64="di51wHRhz5/+srEHg+akWJNSRpI=">AAACBXicbVDLSgMxFL1TX7W+qi7dBItQQcpMFXRZcOOygn1gO5RMJm1DM5khyUiHoWt/wK3+gTtx63f4A36HaTsL23ogcDjnXu7J8SLOlLbtbyu3tr6xuZXfLuzs7u0fFA+PmiqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRrdTv/VEpWKheNBJRN0ADwTrM4K1kR6jXupPyuOL5LxXLNkVewa0SpyMlCBDvVf86fohiQMqNOFYqY5jR9pNsdSMcDopdGNFI0xGeEA7hgocUOWms8QTdGYUH/VDaZ7QaKb+3UhxoFQSeGYywHqolr2p+J/XiXX/xk2ZiGJNBZkf6scc6RBNv498JinRPDEEE8lMVkSGWGKiTUkLV8bzqAVTjLNcwyppVivOZaV6f1WqVbOK8nACp1AGB66hBndQhwYQEPACr/BmPVvv1of1OR/NWdnOMSzA+voFZPKY8Q==</latexit>
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R
M

a
d
ry
(✓
)

<latexit sha1_base64="Rnd2BcsDuJV88A/+FJXO17BkRsU=">AAACIHicbVBLSgNBFOyJvxh/UZduBoMQN2EmCgpuAm7cCFHMBzIh9HTeJE16PnS/kYRhDuA1vIBbvYE7cakH8Bx2PguTWNBQVL3Hqy43ElyhZX0ZmZXVtfWN7GZua3tndy+/f1BXYSwZ1FgoQtl0qQLBA6ghRwHNSAL1XQENd3A99huPIBUPgwccRdD2aS/gHmcUtdTJFxyfYt/1kvu0kzgIQ5R+cku7cpSmRQf7gPRUT1klawJzmdgzUiAzVDv5H6cbstiHAJmgSrVsK8J2QiVyJiDNObGCiLIB7UFL04D6oNrJ5DOpeaKVrumFUr8AzYn6dyOhvlIj39WT4+hq0RuL/3mtGL3LdsKDKEYI2PSQFwsTQ3PcjNnlEhiKkSaUSa6zmqxPJWWo+5u7MpxGzeli7MUalkm9XLLPSuW780LlalZRlhyRY1IkNrkgFXJDqqRGGHkiL+SVvBnPxrvxYXxORzPGbOeQzMH4/gU75qSz</latexit>

R
S
C
O
R
E
(✓
)

<latexit sha1_base64="H5L2y0UlT75InwaK6YmvxIy/kSY=">AAACIHicbVDLSsNAFJ3Ud31VXboJFkE3JamCgpuCCO589gFNKZPpjR06eTBzIy0hH+Bv+ANu9Q/ciUv9AL/DSZuFVQ8MHM65l3vmuJHgCi3rwyjMzM7NLywuFZdXVtfWSxubDRXGkkGdhSKULZcqEDyAOnIU0IokUN8V0HQHp5nfvAepeBjc4iiCjk/vAu5xRlFL3VLZ8Sn2XS+5TruJgzBE6Sc3pxfXZ2m652AfkO7rKatijWH+JXZOyiTHZbf05fRCFvsQIBNUqbZtRdhJqETOBKRFJ1YQUTagd9DWNKA+qE4y/kxq7mqlZ3qh1C9Ac6z+3Eior9TId/VkFl399jLxP68do3fcSXgQxQgBmxzyYmFiaGbNmD0ugaEYaUKZ5DqryfpUUoa6v6krw0nUoi7G/l3DX9KoVuyDSvXqsFw7yStaJNtkh+wRmxyRGjknl6ROGHkgT+SZvBiPxqvxZrxPRgtGvrNFpmB8fgNoqaQy</latexit>

Training process 
pd(y|x)

<latexit sha1_base64="12I3DoWVAdXAF9exliyEaejauO0=">AAACBXicbVDLSgMxFL3js9ZX1aWbYBHqpsxUoS4LblxWsA9sh5LJZNrQTGZIMtJh7NofcKt/4E7c+h3+gN9h+ljY1gOBwzn3ck+OF3OmtG1/W2vrG5tb27md/O7e/sFh4ei4qaJEEtogEY9k28OKciZoQzPNaTuWFIcepy1veDPxW49UKhaJe53G1A1xX7CAEayN9BD3Mn9cSp9GF71C0S7bU6BV4sxJEeao9wo/XT8iSUiFJhwr1XHsWLsZlpoRTsf5bqJojMkQ92nHUIFDqtxsmniMzo3ioyCS5gmNpurfjQyHSqWhZyZDrAdq2ZuI/3mdRAfXbsZEnGgqyOxQkHCkIzT5PvKZpETz1BBMJDNZERlgiYk2JS1cGc2i5k0xznINq6RZKTuX5crdVbFWnVeUg1M4gxI4UIUa3EIdGkBAwAu8wpv1bL1bH9bnbHTNmu+cwAKsr1/mlZlG</latexit>

p✓(y|x)
<latexit sha1_base64="/iltHhss1AH5cNUUbPQJqlIpWgY=">AAACDHicbVDLSsNAFJ3UV62PRl26GSxC3ZSkCnVZcOOygn1AG8JkOmmHTh7M3EhD7C/4A271D9yJW//BH/A7nLZZaOuBC4dz7uUejhcLrsCyvozCxubW9k5xt7S3f3BYNo+OOypKJGVtGolI9jyimOAhawMHwXqxZCTwBOt6k5u5331gUvEovIc0Zk5ARiH3OSWgJdcsx242gDEDMqumj9ML16xYNWsBvE7snFRQjpZrfg+GEU0CFgIVRKm+bcXgZEQCp4LNSoNEsZjQCRmxvqYhCZhyskXwGT7XyhD7kdQTAl6ovy8yEiiVBp7eDAiM1ao3F//z+gn4107GwzgBFtLlIz8RGCI8bwEPuWQURKoJoZLrrJiOiSQUdFd/vkyXUUu6GHu1hnXSqdfsy1r97qrSbOQVFdEpOkNVZKMGaqJb1EJtRFGCntELejWejDfj3fhYrhaM/OYE/YHx+QN5b5u3</latexit>

60,000 training pairs, mimics the expectation form 



Toy demo (robust optimization)
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RStandard(✓)
<latexit sha1_base64="fqe9oiCIHrwy9cWShzRR0yCMkpw=">AAACI3icbVC7TsNAEDzzJrwClDQWEQiayA5IUCLRUPIKIMVRtD6vyYnz2bpbIyLLf8Bv8AO08Ad0iIaClu/g8ih4jXTSaGZXOzdhJoUhz3t3xsYnJqemZ2Yrc/MLi0vV5ZULk+aaY5OnMtVXIRiUQmGTBEm8yjRCEkq8DG8O+/7lLWojUnVOvQzbCVwrEQsOZKVOdTNIgLphXJyWnSIgvCOdFGcEKgIdleVWQF0k2O5Ua17dG8D9S/wRqbERjjvVzyBKeZ6gIi7BmJbvZdQuQJPgEstKkBvMgN/ANbYsVZCgaReD/5TuhlUiN061fYrcgfp9o4DEmF4S2sl+evPb64v/ea2c4v12IVSWEyo+PBTn0qXU7ZfjRkIjJ9mzBLgWNqvLu6CBk63wx5W7YdSKLcb/XcNfctGo+zv1xslu7WBvVNEMW2PrbIv5bI8dsCN2zJqMs3v2yJ7Ys/PgvDivzttwdMwZ7ayyH3A+vgDCf6YB</latexit>

RMadry(✓)
<latexit sha1_base64="iXGyEt/NOuSk1erlkdcr8lm4rU0=">AAACIHicbVBLSgNBFOyJvxh/UZduBoMQN2EmCnEZcONGiGI+kAmhp/MmadLzofuNJAxzAK/hBdzqDdyJSz2A57DzWZjEgoai6j1edbmR4Aot68vIrK1vbG5lt3M7u3v7B/nDo4YKY8mgzkIRypZLFQgeQB05CmhFEqjvCmi6w+uJ33wEqXgYPOA4go5P+wH3OKOopW6+4PgUB66X3KfdxEEYofSTW9qT4zQtOjgApOd6yipZU5irxJ6TApmj1s3/OL2QxT4EyARVqm1bEXYSKpEzAWnOiRVElA1pH9qaBtQH1Ummn0nNM630TC+U+gVoTtW/Gwn1lRr7rp6cRFfL3kT8z2vH6F11Eh5EMULAZoe8WJgYmpNmzB6XwFCMNaFMcp3VZAMqKUPd38KV0SxqThdjL9ewShrlkn1RKt9dFqqVeUVZckJOSZHYpEKq5IbUSJ0w8kReyCt5M56Nd+PD+JyNZoz5zjFZgPH9CzqypK8=</latexit>

RSCORE(✓)
<latexit sha1_base64="G0s61JUmwPFq8tPR/GxZQa07kdA=">AAACIHicbVDLSsNAFJ3Ud31VXboJFqFuSlKFuiyI4E6ttgpNKZPpTTt08mDmRiwhH+Bv+ANu9Q/ciUv9AL/DSZuFVg8MHM65l3vmuJHgCi3rwyjMzS8sLi2vFFfX1jc2S1vbbRXGkkGLhSKUty5VIHgALeQo4DaSQH1XwI07Osn8mzuQiofBNY4j6Pp0EHCPM4pa6pXKjk9x6HpJM+0lDsI9Sj+5OjlvnqZpxcEhID3QU1bVmsD8S+yclEmOi17py+mHLPYhQCaoUh3birCbUImcCUiLTqwgomxEB9DRNKA+qG4y+Uxq7mulb3qh1C9Ac6L+3Eior9TYd/VkFl3Nepn4n9eJ0TvuJjyIYoSATQ95sTAxNLNmzD6XwFCMNaFMcp3VZEMqKUPd368r99OoRV2MPVvDX9KuVe3Dau3yqNyo5xUtk12yRyrEJnXSIGfkgrQIIw/kiTyTF+PReDXejPfpaMHId3bILxif32d1pC4=</latexit>

500 steps (converged)500 steps (converged) 500 steps (converged)

6 training pairs, mimics the finite-sample form 

Standard error has the same optimal solution as SCORE, but 
does not enjoy robust optimization in finite-sample cases



In practice, how to optimize SCORE?

rxKL
�
pd(y|x)

��p✓(y|x)
�

=Epd(y|x)

h
�rx log p✓(y|x) +

✓
log

pd(y|x)
p✓(y|x)

◆
·rx log pd(y|x)

i

<latexit sha1_base64="wt0YWkRg9rEHIxhDAxeLOiDY77M="></latexit>

Directly applying first-order optimizers requires:

model gradient data gradient

• Initial experiments using score matching are of high variance
• More advanced score matching like [Chao et al. ICLR 2022] could be explored



• Symmetry:

• Triangle inequality:

Substitute KL divergence with any distance metric D
<latexit sha1_base64="IJ2m/K+M+D5h0vQ4zZKLKAUUTxQ=">AAACBnicbVDLSgMxFL3js9ZX1aWbYBFclZkq6MJFQRcuK9gHtEPJpJk2NJMMSUYsQ/f+gFv9A3fi1t/wB/wOM+0sbOuBwOGce7knJ4g508Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NQyUYQ2iORStQOsKWeCNgwznLZjRXEUcNoKRjeZ33qkSjMpHsw4pn6EB4KFjGBjpU43wmZIME9vJ71S2a24U6Bl4uWkDDnqvdJPty9JElFhCMdadzw3Nn6KlWGE00mxm2gaYzLCA9qxVOCIaj+dRp6gU6v0USiVfcKgqfp3I8WR1uMosJNZRL3oZeJ/Xicx4ZWfMhEnhgoyOxQmHBmJsv+jPlOUGD62BBPFbFZEhlhhYmxLc1eeZlGLthhvsYZl0qxWvPNK9f6iXLvOKyrAMZzAGXhwCTW4gzo0gICEF3iFN+fZeXc+nM/Z6IqT7xzBHJyvX+sAmd4=</latexit>

D(A
��B) = D(B

��A)
<latexit sha1_base64="aw+L4cQPciVwDl0Zx8qEMTd1jeI=">AAACKHicbVDLSgMxFM3UV62vUZdugkVoEcpMFXQjtNWFywr2AZ2hZNK0Dc08SDJiGfsR/oY/4Fb/wJ1068LvMNOZRR8eCBzOuZd7cpyAUSENY6pl1tY3Nrey27md3b39A/3wqCn8kGPSwD7zedtBgjDqkYakkpF2wAlyHUZazug29ltPhAvqe49yHBDbRQOP9ilGUkld/dxykRxixKK7SaFqOXRgvdSKN/NqLVGrxa6eN0rGDHCVmCnJgxT1rv5r9XwcusSTmCEhOqYRSDtCXFLMyCRnhYIECI/QgHQU9ZBLhB3NPjWBZ0rpwb7P1fMknKnzGxFyhRi7jpqMw4plLxb/8zqh7F/bEfWCUBIPJ4f6IYPSh3FDsEc5wZKNFUGYU5UV4iHiCEvV48KV5yRqThVjLtewSprlknlRKj9c5iu1tKIsOAGnoABMcAUq4B7UQQNg8ArewQf41N60L+1bmyajGS3dOQYL0H7+AAoapng=</latexit>

D(A
��C)  D(A

��B) +D(B
��C)

<latexit sha1_base64="rCotn94fkrGjU+AFhxi6JUeeeP8=">AAACQXicbVDLSsNAFJ34rPUVdekmWIQWoSRV0GVtu3BZwT6gCWUynbZDJ5M4MxFL7A/5G/6A2/oBgjtx68ZJG6GvAwOHc+7lnjluQImQpjnW1tY3Nre2Uzvp3b39g0P96Lgu/JAjXEM+9XnThQJTwnBNEklxM+AYei7FDXdQjv3GE+aC+OxBDgPseLDHSJcgKJXU1iu2B2UfQRpVRtlb2yU9+6Wcsyl+XGGUchezaul/vK1nzLw5gbFMrIRkQIJqW/+0Oz4KPcwkolCIlmUG0okglwRRPErbocABRAPYwy1FGfSwcKLJb0fGuVI6Rtfn6jFpTNTZjQh6Qgw9V03GYcWiF4urvFYouzdORFgQSszQ9FA3pIb0jbg6o0M4RpIOFYGIE5XVQH3IIZKq4Lkrz9OoaVWMtVjDMqkX8tZlvnB/lSmWkopS4BScgSywwDUogjtQBTWAwCt4B2Pwob1pX9q39jMdXdOSnRMwB+33D2rtsK0=</latexit>

Typical distance metrics include  kA�Bkp
<latexit sha1_base64="pnQy9uc4wObatwJy77+ucIqYZ/s=">AAACBnicbVDLTgIxFL3jE/GFunQzkZi4kcygiS4RNy4xkUfCTEindKCh007ajpEM7P0Bt/oH7oxbf8Mf8DssMAsBT9Lk5Jx7c09PEDOqtON8Wyura+sbm7mt/PbO7t5+4eCwoUQiMaljwYRsBUgRRjmpa6oZacWSoChgpBkMbid+85FIRQV/0MOY+BHqcRpSjLSR2t7o5rzqjTppPO4Uik7JmcJeJm5GipCh1in8eF2Bk4hwjRlSqu06sfZTJDXFjIzzXqJIjPAA9UjbUI4iovx0Gnlsnxqla4dCmse1PVX/bqQoUmoYBWYyQrqvFr2J+J/XTnR47aeUx4kmHM8OhQmztbAn/7e7VBKs2dAQhCU1WW3cRxJhbVqau/I0i5o3xbiLNSyTRrnkXpTK95fFSjWrKAfHcAJn4MIVVOAOalAHDAJe4BXerGfr3fqwPmejK1a2cwRzsL5+AXJGmZk=</latexit>

does not satisfy

Goodbye KL divergence!



Substitute KL divergence with any distance metric D
<latexit sha1_base64="IJ2m/K+M+D5h0vQ4zZKLKAUUTxQ=">AAACBnicbVDLSgMxFL3js9ZX1aWbYBFclZkq6MJFQRcuK9gHtEPJpJk2NJMMSUYsQ/f+gFv9A3fi1t/wB/wOM+0sbOuBwOGce7knJ4g508Z1v52V1bX1jc3CVnF7Z3dvv3Rw2NQyUYQ2iORStQOsKWeCNgwznLZjRXEUcNoKRjeZ33qkSjMpHsw4pn6EB4KFjGBjpU43wmZIME9vJ71S2a24U6Bl4uWkDDnqvdJPty9JElFhCMdadzw3Nn6KlWGE00mxm2gaYzLCA9qxVOCIaj+dRp6gU6v0USiVfcKgqfp3I8WR1uMosJNZRL3oZeJ/Xicx4ZWfMhEnhgoyOxQmHBmJsv+jPlOUGD62BBPFbFZEhlhhYmxLc1eeZlGLthhvsYZl0qxWvPNK9f6iXLvOKyrAMZzAGXhwCTW4gzo0gICEF3iFN+fZeXc+nM/Z6IqT7xzBHJyvX+sAmd4=</latexit>

RD
Madry(✓)=Epd(x)


max

x02B(x)
D
�
pd(y|x)

��p✓(y|x0)
��

;
<latexit sha1_base64="KFe3RQT5+nzGDPEte6CH11wa4r8="></latexit>

RD
SCORE

(✓)=Epd(x)


max

x02B(x)
D
�
pd(y|x0)

��p✓(y|x0)
��

<latexit sha1_base64="U11BzTHwVp5EJAGfUyjM7zxrqcY="></latexit>

Goodbye KL divergence!



|RD
Madry

(✓)� CD|  RD
SCORE

(✓)  RD
Madry

(✓) + CD,
<latexit sha1_base64="YBSHXvLgLO7EVIzJuxxNVPnQnH8="></latexit>

Theorem 1:

Upper and lower bounds for SCORE

intrinsic property of data distribution, indicates 
the (Madry) robust error of                itself pd(y|x)

<latexit sha1_base64="3mR3hSx/7MwZzVGDD2AZqWJbg08=">AAACBXicbVDLTgIxFL2DL8QX6tJNIzHBDZlBE12SuHGJiTwiTEinU6Ch05m0HcNkZO0PuNU/cGfc+h3+gN9hgVkIeJImJ+fcm3t6vIgzpW3728qtrW9sbuW3Czu7e/sHxcOjpgpjSWiDhDyUbQ8rypmgDc00p+1IUhx4nLa80c3Ubz1SqVgo7nUSUTfAA8H6jGBtpIeol/qTcvI0Pu8VS3bFngGtEicjJchQ7xV/un5I4oAKTThWquPYkXZTLDUjnE4K3VjRCJMRHtCOoQIHVLnpLPEEnRnFR/1Qmic0mql/N1IcKJUEnpkMsB6qZW8q/ud1Yt2/dlMmolhTQeaH+jFHOkTT7yOfSUo0TwzBRDKTFZEhlphoU9LClfE8asEU4yzXsEqa1YpzUaneXZZq1ayiPJzAKZTBgSuowS3UoQEEBLzAK7xZz9a79WF9zkdzVrZzDAuwvn4B5RSZQQ==</latexit>

where CD = Epd(x)
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Theorem 1:

• Upper bound: minimizing SCORE without estimating  rx log pd(y|x)
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Upper and lower bounds for SCORE

• Lower bound: indicates the overfitting phenomenon
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Theorem 1:

• Upper bound: minimizing SCORE without estimating  rx log pd(y|x)
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• Lower bound: indicates the overfitting phenomenon

Upper and lower bounds for SCORE



Upper and lower bounds for SCORE D is `2-distance : kA�Bk2
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is a monotonically increasing convex function, e.g., square function

Examples of include squared error (SE) and JS-divergence

Theorem 2:

� �D
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Composite function of distance empirically works better  



PGD-AT and TRADES are equivalent (under    )D
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• Similar as the equivalence among

• Induce the same topology of loss landscapes in parameter space [Conrad 2018]

`p-norms
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Back to KL divergence with new insights

1

2
kP �Qk21  KL(P ||Q)
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A bridge between KL divergence and distance metrics:
Pinsker’s inequality

[Csiszar and Korner 2011]



Back to KL divergence with new insights
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original KL-based robust error

Corollary 1:
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Explaining overfitting and early-stopping

minimized in previous work
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Explaining overfitting and early-stopping
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condition for optimal solution 
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Explaining overfitting and early-stopping
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indicates early-stopping



Explaining overfitting and early-stopping
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Explaining overfitting and early-stopping
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Explaining overfitting and early-stopping



Explaining semantic gradients (for adversarial training)

Theorem 4: (under mild condition)

where Yd(x) = argmaxypd(y|x)
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alignment between model gradient and data gradient
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Explaining semantic gradients (for adversarial training)



Empirical performance





Robustness and Accuracy Could Be Reconcilable by (Proper) Definition
Tianyu Pang, Min Lin, Xiao Yang, Jun Zhu, Shuicheng Yan
ICML 2022



Wait! Why does empirical trade-off still exit? 

SCORE makes sure that there is no trade-off for the optimal solution, 
so the remain challenge leaves to more efficient learning processes.

• Beyond MLE (KL divergence), resorting to more advanced score 
matching methods (Fisher divergence) to train SCORE

• Extra data; robust architectures; training tricks



Diffusion Models for Adversarial Robustness

[Rebuffi et al., NeurIPS 2021; Gowal et al., NeurIPS 2021]

• No external data

Dominate RobustBench
for two years!



Does Lower FID lead to Better Downstream Performance?

[Karras et al., NeurIPS 2022]



Yes! Better Diffusion Models are Indeed Better

• New state-of-the-art!



Yes! Better Diffusion Models are Indeed Better

• Even beat previous SOTA that using 
external datasets

• No extra training time
(only extra cost for generating data)



Yes! Better Diffusion Models are Indeed Better

• Alleviate overfitting in adversarial training



Yes! Better Diffusion Models are Indeed Better

• Conditional > Unconditional

• Lower FID is better



Yes! Better Diffusion Models are Indeed Better

• Data augmentation seems ineffective



Better Diffusion Models Further Improve Adversarial Training
Zekai Wang*, Tianyu Pang*, Chao Du, Min Lin, Weiwei Liu, Shuicheng Yan
ICML 2023



Large vision-language models (Large VLMs)

Backgrounds: Emerging Large VLMs are powerful in response generation with visual input

ChatGPT
11. 2022

GPT4
03. 2023

BLIP-2
01. 2023

LLaVA
04. 2023

Mini-GPT4
04. 2023

A Chatbot that 
provides a 
detailed 

response

A more advanced 
system that 

producing safer 
and more useful 

responses.

Conditional text 
generation 

given an image 
and an optional 

text prompt.

General-purpose 
visual and 
language 

understanding

General-purpose 
visual and 
language 

understanding

[ Closed-Sourced ] [ Open-Sourced ]



Example: MiniGPT-4

Zhu et al., Minigpt-4: Enhancing vision-language understanding with advanced large language models. arXiv 2023

Everything Looks Great:

1. Good Visual and language understanding

2. Reasonable and detailed response

3. Running on a single GPU

4. Wide application scenarios

…



Large vision-language models (Large VLMs)

Questions:

We research the “worst case” of these large VLMs:

- When Large VLMs are deployed in practice:
Responsible answer generation in companies, Gov., or commercial usage

- Consequently, we ask:
What if the generated responses are wrong? It may raise serious concerns

Can we let these VLMs generate “targeted response”?



Matching image-text features (MF-it)

: text encoder

: image encoder

An intuitive method:

Surrogate models

white-box

image 
encoder

“A bottle of water”

Clean image

Targeted text

Perturb noise

+

text 
encoder

embedding

embedding

max sim.

Matching the features via an image encoder and a text encoder



Matching image-image features (MF-ii)

Match target image features via an image encoder and a text-to-image model:

: text2img model

: image encoder

Surrogate models

white-box

black-box



Matching text-text features (MF-tt)

Matching the features via a text encoder:

: text encoder

Surrogate model

white-box

black-box

:image-2-text model

Target model



Matching text-text features (MF-tt)

Matching the features via a text encoder (black-box setting):

Gradient estimation:

RGF-Estimator

(Eq. (4))



MF-ii + MF-tt (Ours)

Text2Img

Pretrained generator  
(e.g. DALL-E) 

hξ Pretrained visual encoder  
(e.g. ViT-B/32 of CLIP)  

fϕ

➙

➙

➙

➙

Learnable ΔClean image xcle Initializing xadv

fϕ

fϕ

Matchinggradient

Query-based attacking strategy (MF-tt)Transfer-based attacking strategy (MF-ii)

Targeted image  hξ(ctar)

s

embedding 
of hξ(ctar)

embedding 
of xtrans

“A sea otter 
with a 

 pearl earring.”

Targeted Text ctar

s

⊕

s

⊕

s

⊕

➙

➙

➙

perturb

 σδ2

 σδ1

 σδ0  xadv + σδ0

 xadv + σδ1

 xadv + σδ2

RGF- 
Estimator

s

RGF-Estimated  Δ

➙Img2Text➙

 pθ((xadv + σδ0); cin)

  ctar

=

Updated adv. image xadv
pseudo-gradient

The victim model  
(e.g. MiniGPT-4)

pθ

 : pixel addition 

 

   : no update

⊕

Δinit ∼ N(0,1) ⊕ ⊕

➙

Clean image xcle

Img2Text
“A colorful painting of a cat 
wearing a colorful pitcher 

with green eyes.”

✓

➙
“A painting of a sea otter 
wearing a colorful hoodie.”

Targeted response generation

➙

Generated response of xcle Adv. image  (Ours)xadv

Img2Text➙ ➙

✘ Targeted response of  xadv

Target: “A sea otter with 
a pearl earring.”

xtrans = xcle + Δ

pθ(xadv; cin)

 pθ((xadv + σδ2); cin)

 pθ((xadv + σδ1); cin)

(Eq. (4))

➙



Evading BLIP-2

Li et al., Blip-2: Bootstrapping languageimage pre-training with frozen image encoders and large language models. arXiv 2023.



Evading UniDiffuser

Bao et al., One Transformer Fits All Distributions in Multi-Modal Diffusion. arXiv 2023.



Evading MiniGPT-4

Zhu et al., Minigpt-4: Enhancing vision-language understanding with advanced large language models. arXiv 2023.



Evading LLaVA

Liu et al., Visual instruction tuning. arXiv 2023.



Quantitative evaluation
(CLIP score between text and image features)

White-box attacks against surrogate models

Performance: Matching image-text features (MF-it)

Good performance in white-box setting



Quantitative evaluation
(CLIP text score ↑)

Black-box attacks against victim models.

MF-it is not that transferrable in black-
box setting;



Quantitative evaluation
(CLIP text score ↑)

Black-box attacks against victim models.

MF-it is not that transferrable in black-
box setting;
MF-ii is better, but the performance is
limited by the targeted images;



Quantitative evaluation
(CLIP text score ↑)

Black-box attacks against victim models.

MF-it is not that transferrable in black-
box setting;
MF-ii is better, but the performance is
limited by the targeted images;
MF-ii + MF-tt achieves better 
performance



Visual interpretation via GradCAM Analysis

(a): Craft an adv image given a target string and a target image

(b): GradCAM shows good correspondence to the query text over clean images, but not for adv images.

(c): For adv image, we obtain similar GradCAM results as the target image.

“A beautiful bird 
with a black and 

white color in snow.”

GradCAM of xadv

“A beautiful bird 
with a black and 

white color in snow.”

GradCAM of hξ(ctar)GradCAM of xcle GradCAM of xadv

“What is the teddy 
bear playing in the 
middle of the road?”

“What is the teddy 
bear playing in the 
middle of the road?”

 xcle xadv

“A beautiful bird 
with a black and 

white color in snow.”

“A photo of a teddy 
bear on a skateboard 
in Times Square.”

“A small bird sitting 
on the branch of a 
tree in the snow.”

(a)
hξ(ctar)

(b) (c)



Trade-off between image quality and perturbation budget

“A sonoro shark 
illustration.”

Illustration of 
a blue fish in a 

fish tank

“An image of a 
blue fish in an 

aquarium.”

➙ ➙ ➙

“A painting of a 
robot playing chess.”

➙

“A cute tropical fish 
in an aquarium on a 

dark blue background.”

“A cartoon blue 
fish in a bright 

fish tank.”

, LPIPSϵ = 4 = 0.019 , LPIPSϵ = 8 = 0.054 , LPIPSϵ = 16 = 0.116 , LPIPSϵ = 64 = 0.158, LPIPSϵ = 2 = 0.013Targeted image hξ(ctar)

Trade-off

- LPIPS indicates perceptual similarity to the clean image.
- Lower means better quality



Sensitivity to common corruption

Sensitivity of adversarial 
examples to Gaussian noises.

Increase the power of noise perturbation

Learnt noise perturbation 
gradually becomes invalid.



Failure cases

Two failure cases, where the correct 
response is generated over adv images.



On Evaluating Adversarial Robustness of Large Vision-Language Models
Yunqing Zhao*, Tianyu Pang*, Chao Du, Xiao Yang, Chongxuan Li, Ngai-Man Cheung, Min Lin
NeurIPS 2023



Joint work with

Yunqing Zhao Zekai Wang Chao Du Min Lin



Thanks!

Contact: tianyupang3@gmail.com

Homepage: https://p2333.github.io/

Welcome for collaboration on
Trustworthy AI & Generative Models
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